Aorosorp

06 06cny>kMBaHMM C UCNOIb30BaHUEM
cucreMmbl «NHTepHeT BaHk-KnueHT>» ans
IOpUANYECKUX Ny — HepesuaeHToB N?

«__>» 20 r
KOMMEPYECKUA BAHK «lOHNACTPYM
BAHK» (OBLLECTBO C OIrrPAHMYEHHOM
OTBETCTBEHHOCTbIO), MMeHyeMbIn B
AanbHenwem «BaHKk>», B nvue
AencTBylowero Ha OCHOBaHMMU
, c oAHOM
CTOPOHHbI, "

’

(nosHoe oguuymaibHoe HauMeHOBaHNE KIINEHTA
(oguumanbHoe cokpalujeHHoe HanMeHoBaHme
K/INEeHTa)

MMeHYeMbIN B JanbHelweMm «KnueHT», B nuue

’

(gosmkHoctb, @.1.0. yrnosIHOMOYEHHOIo
npeacrasutesnsi KnneHta)

AencTBylowero Ha OCHOBaHUM
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(BOKYMEHT, NOATBEPKAAIOLLN 1O/THOMOYMUS
npeacraBuTesis)

C APYron CTOPOHbLI, Aasiee COBMECTHO MMEHYEMble
«CTOPOHbI» UIN «CTOPOHa» B OTHOWEHUM nobon 13
HUX, 3aK0UYMIKN HacToswmin [lorosop o6
06Cny>XXUBaHMKM C UCMONIb30BaHMEM CUCTEMDI
«NHTepHeT BaHk-KnueHT» (ganee - [loroBop) o
HUXecneayLwemM:

TepMUHbI, TPUMEHSIEMbIE B TEKCTE HACTOSLLEro
[Jorosopa, UMelOT crieayoLlime 3HaYeHns:

DNIEKTPOHHbIH JOoKyMeHT, B KOTOpPOM

1aTeXHbIN MHdOopMaums

AoKymeHT (3I1[) npeacrasieHa B
3NEKTPOHHO-UNGPOBOM
dopme, ABNAOLWNIACS
OCHOBaHMeM ans
COBepLlleHna onepauuin no
cuety KnwneHnTa,
NoAMNMCaHHbIN
(3awwmLLeHHbIn)
COOTBETCTBYIOLWMMM
3N1EeKTPOHHbIMU
LuMbpoBbIMMK noanucsiMm
(0am " nMeoLnin
paBHYO tOpUANYECKYHO
cunyOc pacyeTHbIMU
OOKyMeHTaMu Ha
6yMaxHbIX HOoCUTEensax,
NoANMCaHHbIMU
YAO/HOMOYEHHbIMMU
nmuamm KnuneHTta "
3aBepeHHbIMU OTTMCKOM

neyaTtn Knuenta.

SERVICE AGREEMENT
for Use of "Internet Bank - Client " Services

for Non—-Resident Legal Entity No.

20__

COMMERCIAL BANK «UNIASTRUM BANK»
(LIMITED LIABILITY COMPANY), hereinafter

referred to as the “Bank” represented by
acting under
, and

’

(Client’s official full/short name)

hereinafter referred to as the “Client”, represented

by ’
(position, full name of the Client’s authorized
representative)
acting under ’
(document confirming the

representative’s powers)
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hereinafter collectively referred to as the “Parties
and individually as a "“Party”, enter into this
Agreement for the Provision of "Internet Client-
Bank" Services (hereinafter referred to as the
“Agreement”) and hereby agree as follows:

The following terms used in this Agreement shall
have the following meanings:

Electronic Payment Document which
Document (EPD) presents information in
the electronic digital
form and provides the
grounds for the
performance of
operations on the

Client’s account, signed
(protected) with the
relevant electronic
digital signature (EDS)
and which has the same
legal power as hardcopy
payment documents
signed by the Client’s

representatives and
certified with the
Client’s seal.



DIEeKTPOHHbIN
UHGOPMaLNOHHbIN
A0KyMmeHT (SU/)

D/1EKTPOHHbIV
A0KyMeHT (3/])

S/1eKTpOHHas
yngposas noanuce

(34r)

Ceptugpukart
KJIr04a noanmcu

[JOKYyMEeHT B 31eKTPOHHO-

umdposom dopme 7
obecneumBarowmn  obMeH
MHdOopMauunen npwu

COBEpLIEHNUM pacyeToB W
npoBeAeHMn onepauuni no
cuety KnueHTta (3anpocsl,
oTyeThl, BbIMNCKU u3
CYeToB, nHas
npeaycMoTpeHHas

HaCToALLMUM Jorosopom
nHdopmaums, BKtOYas
MHMOPMaLMOHHbIE 7
peknaMHble Matepuanbsl 06
ycnyrax (npoaykTax)
baHka, 0 npoBOAUMbIX
BaHkoM MeponpuaTUaX
(cemnHapax), akuuax, a
Takxke yBeAOMJEHUS O
BHECEHMN WU3MEHEHWN B
Jorosop, Tapudwl, B
nopsaaok pabotbl B cucreme
«NHTepHeT BaHk-KnneHTt»
M T.4.) npn 3TOM 3SU[A,
HanpasneHHbl KineHToM,
npu3HaeTcs B KayecTse
Takoro TONMbKO €ecnn OH

noanucaH (3awmLuen)
COOTBETCTBYHOLLEN oun
KnueHTa
an4 v ana.

NHdopmauus B
3N1EeKTPOHHOM dopme,

KoTopas npucoeauMHeHa K
apyron  wuHdopmaumn B
3NEKTPOHHOM dopme
(noanunceiBaemom

MHpOPpMaUMN) WU  UHbBIM
obpasom cBsizaHa C Takom
MHdoOpMaumnen u Kotopas

ncnosb3yeTcs ans
onpeaeneHus nvua,
noAnucbiBatoLWero
MHdOopMauuio. oun
aBnseTcs noanuce,
KoTOopas:

1) nonyyeHa B pesynbTaTte
KpunTorpadunyeckoro
npeobpa3oBaHus
nHdopmaumnm C
MCNOJIb30BaHUEM Kfroua

3N1eKTPOHHOM NOAMNWUCH;

2) nosBoJssieT onpeaenunTb
navuo, noanucasLuee
3N1EKTPOHHDbIN AOKYMEHT;

3) nosonsieTr obHapyXuTb
hbaKT BHECEHNSA U3MEHEHUN
B 3JIEKTPOHHbIA [AOKYMEHT
nocne MOMeHTa ero
noAnNMUCaHus;

4) co3gaeTtcs C
MCNOSb30BaHNEM CpeacTB
3N1EKTPOHHOM NOAMNUCH.
JokyMeHT Ha 6yMaxHoM
HocuTene, KOTOpPbIN

Electronic
Information
Document (EID)

Electronic Document
(ED)

Electronic Digital
Signature (EDS)

Document in the
electronic digital form
which ensures
information exchange in
the course of
settlements and
operations on the
Client’s account
(inquiries, reports,
statements of account,
other information
specified herein
including information
and promotion
materials on the
services (products)

offered by the Bank, on
events organized by the
Bank (seminars),
campaigns and notices
on amendments to be
introduced to the
Agreement, Tariffs,
procedure for operating
the Internet Bank-Client
system, etc.) with the
EID submitted by the
Client to be recognized
as such only provided it

is signed (protected)
with  the respective
Client’s EDS.
EPD or EID.

Information in
electronic form linked to
other electronic
information (to be
signed) or in any other
way linked to such
information and which is
used to determine the
person signing such
information. EDS is a
signature which

1) is generated as a
result of cryptographic
transformation of
information with the use
of an electronic digital
signature key;
2)ensures identification
of the person who
signed the electronic
document;

3) ensures identification
of the fact of
amendments to the
electronic document
after it is signed;

4) is created with the
use of the electronic
signature means.

Is a document in hard



Bnageney
ceptngukata
KJIt04a roanucu

KnroyeBas napa
U (3aKkpbiTbIvi
KJ1KO4 371EKTPOHHOM
ungppoBoi
noANMNCH/OTKPbITbIN
KJ1KO4 371EKTPOHHOM
ungppoBoi
nognucm)

lMoagTBepxxaeHne
rnoaanHHocTu LI
B 3/1EKTPOHHOM
AOKYyMeHTEe

BKJItOYaET B cebs
OTKPbITbI KJ1toY
3N1EKTPOHHOM umdgposomn
noAanmcu ans
NoOATBEPXAEHUS

NOANMNHHOCTHN 3J'IeKTpOHHOI7I

undposon noanucum "
MaeHTuhuKaumm
Bragenbua Kto4ya
noanucu. 3aBepsieTcs
Ccob6CTBEHHOPYYHOW
noanucebo 7 neyaTbto
KNMeHTa;

®dusmyeckoe NMUO, Ha UMK
KOTOpPOro

YOOCTOBEPSIOWMM LIEHTPOM
BblAaH cepTuduKaT Kioya

noanucu " KoTopoe
BNlaZleeT COOTBETCTBYOLLNM
3aKpbITbIM K/TI04OM
3N1EKTPOHHOM umdgposomn
noAnucK, MO3BOJISOWMM C
MOMOLLbHO cpeacTs
3N1eKTPOHHOM umdposom
noanucu co3sgaBaTb CBOHO
3N1EeKTPOHHYIO  UndPOBYIO
noANMWCb B  3JIEKTPOHHbIX

[OKyMeHTax (noanucbiBaTtb
3NTIEKTPOHHbIE AOKYMEHThI);

YHuKanbHasa
nocneaoBaTeNIbHOCTb
CMMBOJIOB, n3BecTHas
Bnagenbuy cepTudukaTa
Kto4a noanucu 7]
npegHasHavyeHHas ans

CO3[4aHNA B 3/1EKTPOHHbIX
OOKYMEHTax 3/1eKTPOHHOM
undgposon noanucum c
MCMNOJ/Ib30BaHMEM  CPeacCTB
3NEKTPOHHOM umndgposomn
noanucu/ yHUVKanbHas
nocnefoBaTeNbHOCTb
CUMBOJIOB,
COOTBETCTBYIOLWAN
3aKpbITOMY KIIo4y
3NEeKTPOHHOM umdposoi
noanucu, 7
npeaHasHavyeHHas ans
NOATBEPXAEHUSA C
MCMNOJSIb30BaHMEM CpeacTB
3NEeKTPOHHOM umdposoi
noanucu NOASIMHHOCTHM
3NEeKTPOHHOM umdposoi
noanucnM B 3NEKTPOHHOM
OOKYMEHTE;

MonoXXunTtenbHbI

pesynbTaT npoBepKMn
COOTBETCTBYIOLWMM
cepTMdULMpOBaHHbIM
CcpencTtBoM 3NEeKTPOHHOM
undgposomn noanmcum C

EDS key certificate

EDS key certificate
holder

EDS key pair (secret
key/public key)

EDS authentication
in electronic
document

copy including a public
key of the EDS to certify
the authenticity of the
EDS and to identify the
EDS key holder. It is
bearing the original
signatures and the
Client’s seal;

Person in whose name the
certifying center has
issued an EDS key
certificate and  which
knows the appropriate
EDS secret key which
allows to the holder to
generate, using the EDS
tools, his/her own EDS in

electronic documents
(sign electronic
documents);

Unique digital sequence of
symbols known to the
EDS key certificate holder
and meant for generation
in electronic documents of

an EDS with EDS
tools/unique digital
sequence of symbols

corresponding to the EDS
secret key and meant for
verification, with EDS
tools, of authenticity of an

EDS in an electronic
document;

Positive result of
verification with the

respective certified EDS
tool, through use of an



KomrnpomeTtauyuns
3aKpbITOro K/o4a
UM wnn eToken
PASS

KnroyeBoit
HocUTE b
(HocuTesb
KJ1t04EeBOM
uHpopmavrnm)

CornacuresnibHas
KOMUcCcus

Cuer

YnonHomoyeHHoe
o KnmneHrta

CeaHcoBblIV K/1H0Y

MCMONb30BaHNEM
cepTudmkaTa Kto4a
noannucK nNpUHaAANEXHOCTH
31eKTPOHHOM umdposom
noannucu B 3/1IEKTPOHHOM
LOKYMeHTe Bnagenbuy
ceptudunkaTa K/to4a
noaonnucu Un  OTCYTCTBUS
NCKaXXeHnM B
NnoANMCaHHOM AaHHOMN
3N1eKTPOHHOM umdposom
noAnncCbIo 3/1EKTPOHHOM
LOKYMEHTE;

cobbiTHe, onpeaeneHHoe
CTOpPOHOM (Bnapgenbuem

SUIM) kak o03HaKoM/ieHue
HEYMNO/HOMOYEHHbIM SINLOM
(nnuammn) c ero cekpeTHbIM

kntoyom 3SUM wu eToken
PASS.
dbursnyeckmm HOCUTENb

(ancketa 3,5", USB kntou
nmbo wnHoe), Ha KOTOpPOM
3anMcaHbl  CEeKpPeTHbIn U
OTKpbITbIK  Ktoun DU
YMNO/THOMOYEHHOIo nvua
KnneHTa.

KoMuceus, co3paBaemas
CtopoHamu ans
paspelueHns pasHornacuin,
BO3HUKAOLLMX npu
obm[He 2.

BaHkoBCKMI cyer,
OTKPbITbIN KnueHnty
BbaHkoMm [da ocHOBaHuM
Jorosopa 6aHKOBCKOro
cyeTa, YyKasaHHOro B .
1.1. HacTosALWero
JoroBsopa.

nvuo, yKazaHHoe B
KapTouyke ¢ obpa3suamu

noanuncen 7] oTTUCKa
neyartu («KapTtouOa»)
KnueHTa, NPUHATOMN
baHkoOM

NHavemayanbHbI

4YnCcnoBoK Koz4
creHepupoBaHHbIi  eToken
PASS, pocTtyn K KOTOpOMY
MMeeT TONbkKO KnneHT B
nnue ero ynosiIHOMOYEHHbIX
nvud. Kaxablii  ceaHCOBbIN
K/H0Y LENCTBYET B TeUYeHue
OAHOIM Ceccum KaneHTa B

cucrteme (aBnseTtca
pasoBbIM). AKTMBaUms
CeaHcoBoro K/to4a

npouncxoant npum BXoAe B
CUCTEMY n ABNAETCA
HeobxoanMbIM YCNnoBUEM
ana nony4yeHus

EDS secret key
compromise or
eToken PASS

Key media

(key information
support)

Reconciliation
Commission

Account

Client’s authorized
representative

Session key

EDS key certificate, of the
fact that the EDS in the
electronic document
belongs to the EDS key
certificate holder and that
the electronic document
signed with this EDS does
not contain any
distortions;

Event identified by the
Party (EDS holder) as
acquisition by an
unauthorized person
(persons) of its ED secret
key and eToken PASS.

Physical media (3.5"
diskette, USB key or
other) on which the EDS
secret and public key for
the Client’s authorized
representative are stored.

Commission created by
the Parties to settle the
disputes arising upon
exchange of ED.

Bank account opened by
the Bank to the Client
according to the Bank
Account Agreement
specified in cl. 1.1.
hereof.

Person specified in the
Card of signatures and
seal impression of the
Client accepted by the
Bank.

An individual numerical
code generated by eToken
Pass accessible only by
the Client represented by
his authorized persons.
Each session key is valid
during one session of the
client in the system (is
one-time). Session Key is
activated when the Client
enters the system and is
a prerequisite for obtaining
the EDS and sending of



BO3MOXHOCTH
dopmmpoBaHma  SUM  nu
OTnpaBKu pacyeTHbIX
OOKyMeHTOB B 6aHk (6e3
aKTuBauum CeaHcoBOro
Kto4ya noanucaTb 24
6yner HeBO3MOXHO0). [Ans
co3aaHusl/coxpaHeHuns
OOKYMEHTOB, npocMoTpa
BbINUCKMK/peecTpa
OOKYMEHTOB, neyaTtu
OOKYMEHTOB BBOA
CeaHcoBOro K/w4ya He
TpebyeTcs.

eToken PASS eToken PASS
npeacraesnseT cobori
ABTOHOMHbIN reHepaTtop
0AHOpPAa30BbIX naposnem

(ceaHcoBbIX K/HO4YeEN), He

Tpebyowmin yCTaHOBKM
[OMNOSTHATENBHOIO
K/TUEHTCKOIo
nporpamMMHoOro
obecneuveHus 7
NOAKNIOUYEHUS K
KOMMbIOTEPY.
CreHepupoBaHHbIN
OAHOPa30BbIN naporsb
AencreyeT TONbKO B
TeyeHne OAHOro ceaHca

CBA3U, nocne BBoaa €ro B

cucremy.
MHCTpYyKUMS no
MCMOIb30BaHNIO eToken
PASS npueeaeHa B
MpunoxeHnn N21.
Jliobble  gpyrme  TepMMHbI UM OnpenesieHus,
NCnosnb3yemble B HacTosLweM [orosope,
NPUMEHAOTCS B TOM 3HAYE€HWU, B KOTOPOM OHU
onpeneneHbl AENCTBYKOLWMM  3aKOHOAATE/IbCTBOM
P®.

I. NIPEAMET AOIOBOPA

1.1. Hacrtoawmn [oroBop AeNCTBYEeT COBMECTHO C
3aKA4vYeHHbIMM  Mexay KnueHToM w©n BaHkoM
[orosopom/amMn 6aHKOBCKOro cyeta (ganee no
TekcTy - [loroBop/amMn 6aHKOBCKOro cyeTa)

N@ oT

B pybnsax PO,

N¢ oT
B fonnapax CLUA,

Ne oT
B EBPO,

W yCTaHaBnuBaeT o06si3aTenbCcTBa CTOPOH MpwU
pabote ¢ 2MNA4 v 3U[ CcTOpoH, B TOM u4ucne Mo
obecneyeHnto MHPOpPMaLMOHHOM 6e30nNacHOCTM NMpwu
obmeHe 2[.

the settlement documents

to the bank (without
activating the Session Key
to sign ED will be
impossible). To

create/store a document,
view statements of
account/ a register of the
documents, print out any
document no Session Key

is required.

eToken PASS eToken PASS is
autonomic generator of
one-time passwords

(session keys) it doesn't
need to install additional
client software and
computer connecting.
Generated one-time
password is remain in
force during one session
after entering it to
system.

eToken PASS manual is
in Annex N°1.

All other terms and definitions used in this
Agreement shall have the meaning defined by the
applicable laws of the Russian Federation.

I. SUBJECT MATTER OF THE AGREEMENT

1.1. This Agreement shall act together with Bank
Account Agreement(s)

No. dd. in RUR,
No. dd. in USD,
No. dd. in EUR,

concluded between the Client and the Bank
(hereinafter referred to as the "“Bank Account
Agreement(s)”) and set the rights and obligations of
the Parties related to EPD and EID, including those
related to information security upon exchange of
ED.



OenctBue HacTosLero Jorosopa
pacrnpoCTpaHaeTcs Kak Ha yKasaHHble [1orosopbl
6aHKOBCKOro cyeTa, TaK M Ha 3aK/4YeHHble B
nocneaytmouwem [orosopbl 6aHKOBCKOrO cyeTa B
WHOCTPaHHbIX BankTaxX, B OTHOLWEHUN KOTOPbIX
KnneHToM NpunHATO peweHne 06 obmeHe /.

1.2. O6cnyxuBaHme KnueHTa oOCyWeCTBNsETCS
BaHKkOM C wucnonb3oBaHMEM MpuHaanexatliero
BbaHky nporpamMmHoro obecneyeHuss M annapaTHO-
nporpaMMHoro cpeAacTBa Kpuntorpaduyeckomn
3awmTtbl nHdbopmaumm (CK3WN) (manee mno TekcTy

«Cuncrema «NHTEpHeT BaHK-KnneHT» nnm
«Cucrema»).

1.3. CrtopoHbl MoOryt obmeHmBaTbCA MO CUCTEME
«NHTEpHeT BaHk-KnneHT» 24, KOTOpble
onpefeneHsl B PykoBoACTBE JANa Mosb3oBaTens

cuctembl «MIHTepHeT BaHk-KnneHTts.

1.4. O6MeH poOKyMeHTamMm Mexay baHkom n
KnneHtom B cucteme <«WHTepHeT bBaHK-KnueHT»
NpoOn3BOAUTCA NOCPEACTBOM NOACUCTEMbI (OTMETUTL
HY>HOe):

[ ] - «Freedom on-line»;

[ 1- «Freedom off-line».

1.5. PacuyeTHble onepauunm no cuyety KnueHTa
OCYLLEeCTBNAKOTCA Ha OCHOBaHUKU anAa,
noanucaHHbix UM n ocywecrensatoTcs baHkoM B
COOTBETCTBMM C 3aKoHoAaTenbCTBOM Poccuiickomn
®depepaumm n JdoroBopoMm 6aHKOBCKOro c4yeTta C
y4yeToM 0COB6EeHHOCTEN, YCTaHOB/IEHHbIX HACTOSLUM
[loroBopom.

1.6. MocnepoBaTenbHOCTb AeNcTBUN BaHka no
ncnonHenuo DMA4:

- npu NpuHATUM 3N npoBOANTCS:

e poBepka noganHHoctu M4 v UM KnneHTta Ha

cooTBeTCTBME TpeboBaHMAM 3aKoHOAATeNbCTBA

P®, [HdoroBopa 6aHkoBckoro cuyeta, [OCT P
34.11-94  «MNHdopMaumoHHas  TeXHOMorus.
Kpuntorpaduuyeckasa 3awmta wuHdboOpmMauuu.
OyHKumMa xewwnposaHusa.», TOCT P 34.10-2001
«MHdpopMaumoHHas TEXHOMOrnS.
Kpuntorpaduyeckas 3awmrta unHbOpMaUuUn.
Mpoueccel dhopmMmnpoBaHums 7 npoBepKu

3M1eKTPOHHON UMDPOBON NOANUCK> ;

npoBepka akTyanbHOCTU cepTudmkaTa JUIM;
npoBepka MOSIHOMOYNIA BCEX NUL, NOCTAaBUBLUNX
UM noa 24;

e rpoBepka 31 Ha COOTBETCTBME YCTaHOBJIEHHOMY
Ans Hero opmarty;

e B C/lyyae  MOJNIOXKWUTENBHOrO  pe3yfbTaTta
nposepkn D[, AaHHbIN D[ npuHUMaETCa K
NCMOMTHEHUIO;

- bBaHk HauyuHaeT ucnonHeHue DM B nopsgke,
npeaycMoTpeHHOM HactoawmMm [1oroBopoM B CpPOK
He no3aHee pabouyero AHS credylowero 3a AHEM
nocrynneHus B bBaHk cooTeBeTcTBylowero 3N B
cflyyae Hanuuus AeHeXHblX cpeacTtB Ha CuyeTe Ha
MOMEHT MCMNOJSIHEHUA, [AOCTATOYHbIX ans
ocyliecTBrieHns onepauun no CyeTy Ha OCHOBaHUK
ang;

- B C/ly4yae HeAoCTaTOYHOCTN AeHEeXHbIX CpeacTB Ha

This Agreement shall apply both to the afore-
mentioned Bank Account Agreements and to
Foreign Currency Bank Account Agreements
concluded later with regard to which the Client
makes a decision on ED exchange.

1.2. The Bank shall provide the services to the
Client using the Bank's software and the
cryptographic information protection software and
hardware (CIPSH) (hereinafter referred to as the
“Internet Bank-Client System” or the “"System”).

1.3. The Parties may exchange,
Internet Bank-Client system, ED defined
Internet Bank-Client System user manual.

through the
in the

1.4. Exchange of documents between the Bank and
the Client in the Internet Bank-Client System shall
be performed using the subsystem (tick as
applicable):

[ ]-"Freedom on-line”;

[ ]-"“Freedom off-line”.

1.5. Settlement operations on the Client’s account
shall be performed by the Bank on the basis of EPD
signed with EDS in compliance with the laws of the
Russian Federation and the Bank Account
Agreement, taking into consideration the provisions
of this Agreement.

1.6. Consequence of actions on behalf of the

Bank to execute an EPD:

- when accepting an EPD:

e the Bank shall verify the authenticity of the
Client’'s EPD and EDS to be in line with the
requirements of the RF law, the Bank Account
Agreement, Federal Standard: GOST R 34.11-94
“Information Technology. Cryptographic
protection of information. Hashing function”,
Federal Standard: GOST R 34.10-2001
“Information Technology. Cryptographic
protection of information. Processes of creating
and verification of an electronic digital
signature”;

e Verification of the EDS certificate validity;

e Verification of authorities of all persons issuing
EDS under an ED;

e Verification of an ED in terms of compliance with
the established format;

e In case the ED verification result is positive,
such ED is accepted as a document to be
implemented;

- the Bank shall start to execute the EPD according

to the procedure specified herein no later than on

the business day following the day of receipt by the

Bank of the respective EPD provided there are funds

on the Account sufficient to make the transaction on

the Account on the basis of the EPD;

- should the funds on the Account be insufficient to



CueTte ansa ocyuwectsneHuns onepaunm no CyeTty Ha
ocHoBaHun 2M[4, 2M[ He wucnonHseTca baHkoM B
YKasaHHbIA CpOK, He CTaBMTCA B KapTOTeKy Mo
BHebanaHcoBoMy cuyeTy N2 90902 «PacuyeTHble
OOKYMEHTbI, HEe OrnJla4yeHHble B CPOK» U He bepeTtcs
B pacyeT B Uenax onpeaeneHus o4vyepeaHocTu
nnaTexemn Ha OCHOBaHUU OOKYMEHTOB,
npeabsiBeHHbIX K CyeTy B C/lyyae OTCYTCTBUS
OEHEeXHbIX CPeACTB Ha cyeTe;

- 2MNA wvcnonHsaeTcsa baHKOM npu ycnosuu
[OCTAaTOYHOCTN AEHEeXHbIX cpeacts Ha CueTte ans
COBEpLUEHMS onepaumu B chaeayowmin  paboumni
OeHb, Nnbo B ntoboi pabounit aeHb B TeyeHne 10
KaneHgapHbIX AHEN OT YyKa3aHHOW B HeM Aartbl
coctaBnenms. T[lo wucrteyeHmn 10 KaneHpapHbIX
AHeln ¢ MoMeHTa npuHatma  badkom 2N
BO3BpawaeTca KnneHTy B cnyyae OTCYTCTBMS Ha
CueTe B TeyeHMe yKasaHHOro nepmoaa AeHEeXHbIX
CpPeACTB, [AOOCTaTOYHbIX AN eAMHOBPEMEHHOIro
COBEpLUeHMs onepaumMm Ha oOcHoBaHuu 3N B
nosiHoMm obbeme.

Mpn Hanuuum Ha CueTe oOrpaHUYEHUN,
NpensaTCTBYOLWMX npoBeAeHunto pacxonHbIX
onepaumit no CyeTy B  COOTBETCTBUM C

OEeNCTBYIOWMM 3akoHoaaTenbcteoM PO, 3M[ He
noaneXunT NCNOSIHEHUIO U BO3BpallaeTca KnneHTy B
AeHb noctynnenus 34 B baHk.

1.7. OnepauuvioHHbI AeHb ANS CcoBeplleHus
onepauun Ha OCHOBAHUMU an4 (nanee
«onepaumnmoHHbIn AeHb) no Cuety KnueHTta, no
KOTOPOMY  OCYLECTBNAETCS yyeT  AEeHEeXHbIX
cpeactB B pybnsax, ycraHaBnueaeTtca Ao 15-00
YyacoB BpEeMEHM MecTa pacrnosioxeHus 6aHka,
AOMNONHUTENbHOrO oduca nnum punmnana, B KOTOPoM
OTKpbIT CYET.

OnepaumnoHHbIi AeHb no Cuety B
WHOCTPaHHOM BasnlTe ycTaHaenueaeTcs Ao 14-00
YacoB MO MOCKOBCKOMY BPEMEHM.

3N4 noctynmBwuMe B baHK nocne OKOoH4YaHus
onepauMoHHOro AHS, CYMTAOTCSH MNOCTYNMUBLUMMUK B
baHk B crnegylowmnin pabounii aeHsb.

1.8. C mOMeHTa 3aktodeHnsa HacToswero Jlorosopa
N3MeHseTca NopsaoK GOpMUPOBAHUSA U NONYYEHUN
KnneHToM BbINWCOK. BaHk (opMupyeT BbINMMUCKY MO
CyeTy B D3N€KTPOHHOM BuAe, KoTopyto KineHT
06a3yeTca caMOCTOATENbHO MOJyYaTb eXeAHEBHO
(no m™Mepe cosepueHuss onepaumin no CueTty) B
cucteme «MHTepHeT BaHK-KnneHT>».

B TeueHme pencTBms Hactosiwero [orosopa
BaHk He dopMupyer n He nepepaer KnueHty
BbinMCKM no CuyeTy Ha 6ymMaxHOM HocuTene B
cooTBeTCcTBUM C [JoroBOopoM 6aHKOBCKOro cyerta 3a
NCKJTIOYEHNEM OOMOSIHUTENbHbIX 3anpocos
KnueHTa.

I1I. OBLUME NOJIOXXEHUA

2.1. BaHk npenoctaBnsgeT B MNOSib30BaHUE KIINEHTY
nporpaMmHoe obecneyeHne cucrembl <«UHTepHeT
BaHKk-KnneHT» ©n NUUEH3MI0 Ha WCMNosb30BaHue
KnneHtom CK3M Ha cpok AeNCTBUSA HacTosLWero
[orosopa. KnneHT He Bnpase nepeaasaThb,
npopaasaTb, KOMWPOBaTb WAM UWHLIM CrNOco60oM
AenaTtb AOCTYMHbIM TPETbUM NMLUAM MOSYYEHHOE OT
baHka nporpammHoe obecrneyeHne nmbo UHYLO

make the transaction on the Account on the basis of
the EPD, the EPD shall not be executed by the Bank
within the period specified, not be placed in the
folder under the off-balance sheet account no.
90902 "“Payment documents not paid punctually”
and not be accounted to determine the order of
payments on the basis of the documents to debit
the Account in case there are no funds on the
account;

- the EPD shall be executed by the Bank
provided there are funds on the Account sufficient
to make the transaction on the following business
day or on any business day within 10 calendar days
from the indicated date of preparation of the
document. Upon expiry of 10 calendar days after
acceptance by the Bank, the EPD shall be returned
to the Client in case there are no funds on the
Account, within this period of time, sufficient for a
one-off complete transaction on the basis of the
EPD.

In case there are any restrictions with regard
to the Account impeding debit operations via the
Account according to the current RF law, the EPD
shall not be subject to execution and be returned to
the Client on the date of receipt of the EPD by the
Bank.

1.7. The transaction day for making transactions on
the basis of an EPD (hereinafter the “transaction
day”) on the Client’'s Account under which funds in
RUR shall be accounted, shall be established as
lasting till 15.00 of the time of location of the bank
or satellite office or the branch where the Account
was opened.

The transaction day for a Foreign Currency
Account shall be established as lasting till 14.00,
Moscow time.

EPDs received by the Bank after the
transaction day has ended shall be regarded as
received by the Bank on the following business day.

1.8. After this Agreement was concluded, the
procedure for generation and acceptance by the
Client of statements of account shall be modified.
The Bank shall electronically generate a Statement
of Account to be accepted by the Client
independently in the Internet Bank-Client System
(as the Client proceeds with transactions on the
Account) on a daily basis.

During the period of validity hereof the Bank
shall not generate or transfer to the Client
Statements of Account in hard copy according to the
Bank Account Agreement except cases where the
Client submits special requests.

II. GENERAL PROVISIONS

2.1. The Bank shall grant the use by the Client the
software of the Internet Bank-Client System and a
license for use of the IPSH by the Client valid during
the term of this Agreement. The Client shall not
have the right to transfer, sell, copy or otherwise
make available to third persons the software
received from the Bank or other information or data



nHdopMaumio  unu
HaCTOSILLMM AOrOBOPOM.

cBeaeHus, CBA3aHHbIE C

2.2. CTOpPOHbI NpU3HalOT, YTO:

= CeaHcoBble KIHOYM, a TaKxke CpeacTsa,
nucnonb3lyemble Ans8  Kpuntorpaduyeckom
3awuTbl nHbopMaumm npm ee obpaboTke,
XpaHeHMn wn nepepadvye Mexay baHkoM wu
KNMeHTOM UM ANna reHepaumm 3akKpbITbIX
knouern UM wn  dopmmpoBanmsa UM,
[OCTaTOYHbI ans NoATBEPXAEHMUS
noannHHoctn 2MN4;

= ¢dopmMupoBaHmne 1 HarnpasneHue B baHk I/
KnueHta 6e3 aktmBauuMm  CeaHCOBbIX
KtoYen HeBO3MOXHO. lonyyeHne BaHkoMm
2/, noanncaHHoro dUM KnueHTa, o3Ha4vaeT
yCnewHyto aktmBaumo CeaHCOBbIX Kitouyeln
YNO/IHOMOYEHHbIM NMUOM KnneHTa;

= BHeceHue uaMeHeHun B IMNA n UM, nocne
nx noanucanmsa UMM, gaeT oTpmuaTenbHbIN
pe3ynbTaT npoBepku IUM;

= nogaenka JUM CropoHbl HeBO3MOXHa 6e3
MCNONb30BaHUA 3aKpbiToro knaw4da UM
CTOpOHbI, HaxoAsLencs y Hee;

=  KnueHt HeceT OTBETCTBEHHOCTb 3a
COXpPaHHOCTb W ucnonb3oBaHue DSLUIM, 3a
nencrtemsa Bnagensues 3UM wn/wmnu ceoero
rnepcoHana npu wucnonb3osaHuu UM ansa
obmeHa OlJ[, a Takxke 3a COXPaHHOCTb
eToken PASS n CeaHcoBbIX K/HOYEN.

2.3. 3MN4 KnueHTa npupaBHMBAETCA K pacyeTHOMY
(nnaTtexHoMy) AOKYMEHTY Ha ByMaxHOM HocuTene,
NOANVUCAHHOMY YNOJTHOMOYEHHbIMU anuamu
KnueHTa, ykKasaHHbiIMM B KapTouke obpasuos
noanucen n oTTucka nedatn KnueHrta, nmerwoulencs
B baHke, n nmerowen oTTnck nevatn KnueHta, npu
OAHOBPEMEHHOM cobniogeHumn cnepyrowmx
YyCNoOBWUIA:

= co3gaH KnueHToM B cucrteme <«WHTepHeT
baHk-KnuneHT», nognucan 3UM KnueHTta un
otnpasneH B bBaHk Ana wucnonHeHus B

nopsiake, yCTaHOBNIEHHOM HaCTOALWNM
Jorosopom;
= codepxut B cebe BCe pEKBU3UTHI,

npeaycMOTpPEeHHblE HOPMaTMBHbLIMK aKTamu
BbaHka Poccum ans pacyeTHbIX AOKYMEHTOB
Ha 6yMaxXHOM HocuTene C  Y4YeToM
ocobeHHoOCTEN dopm 7 nopsiaka
OoCyLLecTB/IeHMs 6e3HaNnYHbIX pacyeToB Ha
Tepputopun Poccuinckon denepaunm;

* noanuHHocTb JUIM KnueHTa noatBepxaeHa
MNOJIOXXUTENbHbIM pe3ynbTaToM
noATBEPXAEHUS NOoAMHHOCTK DLUIMT;

= kJo4eBas napa 3SUIM, koTtopoh nognucaH
2NA4, He yTpatuna cuny (AenCTBYET) Ha
MOMEHT NMPOBEPKMU.

2.4. KnneHT Npu3HaeT COOTBETCTBME MOJSydaeMblx
MM oT baHka 3 paBHbIMWU COOTBETCTBYIOLLMM
OOKYMeHTaM Ha 6yMaxKHbIX HOoCUTensx,

related to this Agreement.

2.2. The Parties acknowledge that:

= Session keys and the devices used for
cryptographic protection of information
upon its processing, storage and transfer
between the Bank and the Client and for
generation of secret EDS keys and EDS are
sufficient to authenticate the EPD;

= The Client’'s ED cannot be created and
submitted to the Bank without activating
the session keys. Receipt by the Bank of
the ED, the Client's sighed EDS means the
Session keys have been successfully
activated by the Client’'s authorized
representative;

= amendments in the EPD or EID made after
they have been signed with the EDS will
give a negative result of EDS verification;

= forgery of a Party’s EDS is not possible
without using its secret key kept by the
Party;

= the Client shall be liable for the integrity of
the client’'s EDS, for the actions of EDS
holders and/or of its staff upon use of the
EDS to exchange EPD, besides the Client
bears responsibility for safety of eToken
PASS and Session keys.

2.3. The Client’'s EPD shall be recognized as an
equivalent to a hardcopy settlement (payment)
document signed by the Client's authorized
representatives specified in the Card of the Client
kept in the Bank which bears the Client’s seal-
impress, provided that the following conditions are
together complied with:

= was created in the Internet Bank-Client
System, bears the Client's EDS and was
sent to the Bank for performance in
accordance with the procedure set out in
this Agreement;

= it contains all details required by the
regulations of the Bank of Russia for
hardcopy settlement documents, taking into
consideration the particular forms and
procedures for performance of cashless
settlement in the territory of the Russian
Federation;

= the Client's EDS is authenticated by the
positive result of the EDS authentication;

= the EDS key pair used to sign the EPD is
valid at the moment of verification.

2.4. The Client acknowledges the compliance of the
ED received from the Bank with the respective
documents in hard copy signed by authorized



noaAnnCaHHbIX YNO/THOMOYEHHbIMU
npeacraBnuTenaMm coctaemeLlero nnua.

2.5. PacueTHaa onepauus, cosepleHHass BbaHKoM
Ha ocHoBaHuu JMA, noanucaHHoro JUIM KnueHTa
(npn nonoXxuTtensHOM pesynbTaTe nposepku DUIM),
He MoXeT OblTb OcCrnopeHa TONIbKO Ha TOM
OCHOBaHWK, 4YTO OHa COBeplleHa Ha OCHOBaHUMK
niaaTeXHbIX AOKYMEHTOB, NpeACTaB/ieHHbIX B Buae
20.

2.6. Cpok XxpaHeHus cepTudukaTta Kjro4a noanucum
B 31€KTPOHHOM BUAE COCTaBMSeT TPM roga HavnHas
C AaTbl pacTOpXeHus HacToswero Jorosopa

III. NPABA N OBA3AHHOCTHA
CTOPOH

CoBMecTHble npaBa n o6sa3aHHOCTU CTOPOH.

3.1. B pamkax npeaMeTta HacToswero [orosopa
kaxaas u3 CTopoH npuHmMMaeT Ha cebs cnepyowme
ob6s3aHHOCTK:

3.1.1. 3a cBOW cuyeT noaaepxueBatb B pabouem
COCTOSIHUM CBOW M MOJSIyYEHHble OT APYrON CTOPOHbI
NporpaMMHO-TEXHNYECKME CpeAacTBa,
NCNosnib3yeMble ans 3N1eKTPOHHOro
AOOKyMeHTOoO60pOoTa B COOTBETCTBUM C HACTOSLLMM
Jorosopom;

3.1.2. npn obmeHe 3] cobniopgatb TpeboBaHMS
6e30MacHOCTN 3NEKTPOHHOro AOKyMeHToob6opoTa,
obecneumBaTb AOCTYNn K annapaTHO-MpOrpaMMHbIM
cpeacrteaM  cuctembl  «UMHTepHeT BaHk-KnneHT»
TOJIbKO YMOSHOMOYEHHbIX COTPYAHUKOB;

3.1.3. He pasrnawartb
WCKJTIOYEHNEM  CJTYYaEB,
OEeNCTBYIOWNMM  3aKOHOAaTesSIbCTBOM PO nnm
HacToALWNM Jorosopom) Cnocobbl 3aWnThbl
MHdpopMaummn n obecnedyeHns 6e3onacHOCTU npu
pabote B cucrteme «baHK-KnneHT», coxpaHaTb B
TaHe CeaHCOBbIE KJ/IHOUM, 3aKPbITblE U OTKPbITblE
Knoun UM

3.1.4. HeMeasleHHO  MHGOpMMpoBaTb  APYryto
ctopoHy 060 Bcex ciydasx KOMMOpoMeTaumu
M3BECTHbIX e kntoden DM Knunenta n 3UMN BaHka,
CeaHCOBbIX K/loyel WX yTpaTbl, @ TakXe yTpaTbl
eToken PASS xuuieHusi, HeCaHKLMOHWUPOBAHHOIO
MCNONIb30BaHuA, a Takxe noBpexaeHus
NpoOrpaMMHO-TEXHUYECKUX CPeacCTB, MCMOb3yeMblX
ans 3/IeKTPOHHOro [OKyMeHToobopoTa B
COOTBETCTBMM C HAcToAWMM [loroBOpoM MNyTeEM
HanpaBneHus  yBeAOMJEHUS B  MPOU3BOJIbHOM
¢dopme no Cucrteme, 3BOHKOM Ha TenedOoHb
yKa3saHHble B pa3gene X Hactosawero Jlorosopa;

3.1.5. cobnogatb YCTaHOBMEHHbIN HACTOSALMM
JorosopoM nopsigok obmeHa 3/, wncnonb3oBaTb
npu obmMeHe D[] COOTBETCTBYHOLUME TMEPEYHIO,
npenycMoTpeHHOMY HacToswmMm [JoroBOpoM; BecTu
apXuBbl BXOASLWMX n nexoasawmx 24 B
cooTBeTCTBMM C TpeboBaHMSAMU  AENCTBYHOLLErO

TpeTbuM nuuam  (3a
NpsAMO  YCTAHOBJIEHHbIX

representatives of the person who has prepared the
document.

2.5. The settlement operation performed by the
Bank on the basis of an EPD bearing the Client’s
EDS (if the EDS verification is positive) may not be
disputed for the only reason that it was performed
on the basis of documents presented in the ED
form.

2.6. The period of EDS key certificate storage in
electronic form shall constitute three years starting
from the date of termination hereof.

III. RIGHTS AND LIABILITES OF THE
PARTIES

Joint rights and liabilities of the Parties

3.1. Under this Agreement, each Party shall:

3.1.1. keep operating its hardware and software
used for electronic paperwork under this Agreement
and those received from the other Party at its own
expense;

3.1.2. upon ED exchange, comply with the
requirements for electronic paperwork security,
provide access to the Internet Bank-Client System
hardware and software only to authorized
employees;

3.1.3. do not disclose to any third party (unless
otherwise provided for by the applicable laws of the
Russian Federation or by this Agreement) methods
for information protection and guaranteeing of
security in the course of work with the Internet
Bank-Client System, keep confidential Session keys
secret and public EDS keys;

3.1.4. immediately notify the other Party in any
cases of compromise of the Client’s and the Bank’s
EDS keys, Session keys their loss, and loss eToken
PASS theft, unauthorized use, as well as on damage
to hardware and software used for electronic
documents floatation under this Agreement via
submission in the System of a notice in a free form,
a telephone call to the numbers specified in section
X hereof;

3.1.5. comply with the procedure for ED exchange
established herein; use in the exchange the ED
which comply with the list specified in this
Agreement; keep archives of incoming and outgoing
ED in accordance with the applicable laws and with
this Agreement.



3aKoHoAaTeNnbCTBa U HacToswero Jorosopa.
MpaBa n o6a3aHHocTM BaHka.
3.2. baHkK BnpaBe:

3.2.1. oTkasbiBaTb KnaneHTy B npueme u/uam
ncnonHeHmu 2l B cnyyasax, ecnu:

- He NoATBEPXAEHA NOANTNHHOCTb
3NEKTPOHHOM undposoin nognucu IM4;

- onepauus, Ha KOTOPYK AAeTcs nopy4vyeHue
B dopme ong, He COOTBETCTBYET
TpeboBaHMAM 3aKoHopaTenbCcTBa Poccuiickomn
depepaunm;

- He npeactaBneHbl no 3anpocy baHka
OOKYMEHTbI, SABAAKLWNECS OCHOBaHweM Aans
OCyLLeCTB/IeHMs onepauuyM Ha OCHOBaHUU
ana, ecnm npeaocTaBneHme Takux
OOKYMeHTOB sABnsieTca obsa3aTtenbHbIM  Ans
KnueHta B cooTBeTCcTBUM C TpeboBaHUAMU
3aKkoHogaTtenbcTBa Poccuinckon ®depepaunm
W COrfalleHneM CTOPOH;

- onepauuu, coBepllaeMble Ha OCHOBaHUK
N4, no cyety KnueHTa knaccmduumpytoTcs
KaKk COMHWTe/lbHble, B COOTBETCTBUM C
TpeboBaHnaAMM 3aKoHo4aTenbCTBa
Poccuickon ®depepaumm M HOPMaTUBHbIMU
aktamm baHka (B TOM uucne onepauum He
MMEIT 0YEBMAHOI0 3KOHOMUYECKOrO CMbICNa
(HoCHAT 3anyTaHHbIN nnm HeOobbIYHbIN
xapakTep), nméo He COOTBETCTBYIOT
xapaktepy (OCHOBHOMY BMAY) AEATESbHOCTU
KnvueHta wam  ero  BO3MOXHOCTAM MO
COBEpLUEHNIO Onepaunii B AeKIapupyeMbix
obbemax, nmbo ob6nagalT MNpuU3HaKamu
(UKTUBHbBIX CAENOK);

- DN He copepxuT Bcex o06s3aTenbHbIX
pPEKBU3UTOB, npeaycMOTPEHHbIX
3aKoHozaTenbCTBOM Poccurickon ®degepaunn
W CorflaleHneM CTOPOH;

- npeaBapuTenbHO npeactasneH B baHk
@HaNloOrMYyHbIN  pacyeTHbI  AOKYMEHT Ha
6yMaxHOM HocuTene;

- - KnneHToM He npeactasneHbl B bBaHK
OOKYMEHThI, Heobxoanmble ans
dunkcmpoBaHmnsa nHbopMmaumMn B COOTBETCTBUM
C TpeboBaHMsaMU AencTBYyloLLEero
3aKoHo4aTenbCTBa, B TOM 4uciae B cry4ae
HenpeacTaBneHuns KnueHtom B BaHk
aKTyanbHOM nHdopmaumnm o ajpece
MecTOHaxoxaeHus KnuneHTta.

Moa aapecoMm MecToHaxoxaeHus KnueHTa
NnoOHWMaeTcs aapec dakTnyeckoro
MEeCTOHAXO0XAEHNS MOCTOSAHHO AENCTBYHOLLEro
opraHa ynpaBfeHusi, WHOro opraHa uau
nvua, KOTopble MMeT NpaBo AeNCTBOBaTb OT
mMeHn Knnenta 6e3 poBepeHHOCTU. bBaHk
Brnpase @QuKCUMpoBaTb B COOTBETCTBYIOLLEM
OTtyeTe dakT NPUCYTCTBUS/OTCYTCTBUSA
MOCTOSSHHO OENCTBYOLWEro opraHa
ynpasneHus KnueHTa, MHOro opraHa wnu
nnua, KoTopble MMeT NpaBo AENCTBOBATb OT
nMeHu KnueHTa 6e3 foBepeHHOCTU Mo agpecy
MecToHaxoxaeHus KnuveHTa nocpeacTsoMm
dunkcmpoBaHmsa B cooTeeTcTBylowem OTuete
pe3ynbTaToOB Bble34HOM MNPOBEpPKM ajpeca
MecToHaxoxaeHus KruneHTa, yKasaHHOro B

Rights and obligations of the Bank
3.2. The Bank shall have the right to:

3.2.1. deny the reception and/or the execution of
the EPD to Client in the case if:

- the authenticity of the electronic digital
signature of the EPD has not been not
confirmed;

- the transaction ordered by the Client in the
EPD does not comply with the Russian
Federation law requirements;

- the documents underlying the transaction
on the basis of the EPD have not been
submitted upon request of the Bank if
submission of such documents is mandatory
for the Client in compliance with the Russian
Federation law requirements or with an
agreement between the Parties;

- transactions made on the basis of the EPD
via the Client's account are qualified as
questionable in compliance with the Russian
Federation law requirements and the Bank’s
internal regulatory documents (inter alia, such
transactions do not have a clear economic
sense (or are of a confusing or unusual
character), or they are not in line with the
Client’s key activity or the Client’s abilities to
make transactions in the respective volumes,
or they show signs of fictitious deals;

- the EPD does not contain all mandatory
bank details specified in the Russian
Federation law or in an agreement between
the Parties;

- the same payment document has been
submitted to the Bank in hard copy;

- The Client has not submitted to the Bank
documents required to record information in
accordance with the applicable laws, among
others, in case of failure by the Client to
submit to the Bank updated information on
the Client’s location address.

The Client’s location address is understood as
the actual address of the Client’s executive
body, other body or person authorized to act
on behalf of the Client without a power of
attorney. The Bank is entitled to record in the
respective report the fact of presence/absence
of the permanent executive body of the
Client, of other body or person authorized to
act on behalf of the Client without a power of
attorney at the Client’s location address via
recording in the respective report of results of
a field check of the Client’s address specified
in the latest version of the Client’s constituent
documents provided to the Bank. The report
of the Bank’s employee containing information
on the absence of the permanent executive
body of the Client, of other body or person
authorized to act on behalf of the Client



nocneaHewn npeacTtaBneHHon B BaHk
penakuum yypeauTenbHbIX LOKYMEHTOB
KnneHTa. OTyer COTpYAHMKa BaHka,
coaepxawun uHgopmaumo 06 OTCyTCTBUM
MOCTOSIHHO OeNncTBytoLlero opraHa

ynpasneHnsa KinneHTa, MHOro opraHa uau
nvua, KoTopble MMetT NpaBo AelCcTBOBaTb OT
MMEHM OpPNANYECKOTO nvua 6e3
[OBEPEHHOCTM MO aApecy MeCTOHaXoXAeHus
Knnenta (c yKasaHmeM nNpoBepsieMoro
agpeca, patbl W BpeMEHW NpoBeAeHUsN
nposepkn) npusHaetcsd baHkoM u KnueHToMm
noATBepXaeHnem HenpeacTaB/ieHUs
KnuneHTtom B BaHK akTyanbHOM nHdOpMaumm o
ajpece MecToHaxoXxaeHusa KnuneHTa.
3.2.2. B OAHOCTOPOHHEM Tropsigke BHOCUTb B
HacTosWMn [loroBop W3MEHEeHUs W AOMNOMHEHUS C
yBeaomneHmem KnueHTa He MeHee 4yeM 3a 14
KaneHaapHbIX AHEeN A0 BCTYMJeHUS MU3MEHEHWN B
CUNYy C yKasaHueM pAaTbl BCTYM/EHUS YKasaHHbIX
NU3MEHEeHU B Cuny.

3.2.3. B uensax nosblweHunsa 6e3onacHocTn paboTol
KnneHToB B CUCTEMe B OAHOCTOPOHHEM MOpsAKe
M3MeHATb nopsgok pabotel B CucteMe, nopsaok

obmeHa 31, nepeyeHb I u wux dopmaThl,
TpeboBaHus K  obecneuyeHuto  6e3onacHOCTM
3NEeKTPOHHOTO LOKYMeHT0060poTa, nopsaok

ucnonHeHma 3MN4 v T.4. ¢ NpeaBapuTesnbHbIM UK
nocnenyrownm ysegomneHnem KnmeHra.

3.2.4. B O4HOCTOPOHHEM MnopsiaKke nepecMaTpuBaTb
AencTeylowne 1 BBOAUTb  HOBble  Tapudsbl,
yBegomnsasa o6 atom KnueHTa He no3gHee, yeM 3a
14 kaneHpapHbIX OHEN A0 AaTbl BBEAEHMS TaKmMx
n3MeHeHun. YeegomneHme Knuenta o6 nameHeHum
TapndoB OCyLecTBASETCS MyTEM pasMelleHus
06baBNEeHN Ha WHOOPMALMOHHbBIX CTeHAax B
AONONTHUTENbHbIX

oducax/dpunnanax/aonoNHUTENbHbIX oducax

dunmanos u/mnn Ha BebcanTe baHka B ceTu
WHTepHeT no agpecy: www.uniastrum.ru u/wnam
nyTeM wux oTnpaBku KinMeHTy nNo  cucTeme

«NHTEepHeT BaHk-KnuenT» B Buae U ceobogHoro
dopmara;

3.2.5. B OAHOCTOPOHHEM NOpPSAAKE OrpaHUYnUTb
AOCTyn mnn mncnonb3oBaHue KnneHtom Cuctemsbl, B
TOM 4uucile OoTKaszaTb B npueMe (McnosHeHwuwn) [
K/IMeHTa, B C/IeAYLWUX Cnydaax:

- y baHka BO3HMKIW COMHEHWS B Hananyum
NOMHOMOYMI  NO  PaCrOPSKEHUIO  AEHEXHbIMU
cpeactBamMm KnueHta Ha cuyeTe y auvu, Ha uMsA
KOTOpbIX BbinyLweHa SUIT;

- y baHka BO3HWKIN COMHEHMUS B OTCYTCTBUMU
aktoB KkomnpomeTaumm SUMN  KnueHta wnum
CeaHcoBbIX KJtO4YeN;

- BO3HWKAM CUTyauuu, NpeaycMOTPeHHble M.
3.2.1. Jorosopa, B CBA3M C KOTOpbIMM Yy bBaHka
MMeeTCs npaBo OTKasaTb B ucnonHexHun 2M4;

- UIrHOpUpoOBaHUA (HencnonHeHus) KnmeHTom
pekoMeHAauni, npeanoxeHmin, tpebosaHmin baHka,
CBSI3aHHbIX C TMpPOBEAEHUEM MEeponpuATU Mo
COoBeplleHCTBOBaHMO paboTel B Cucrteme, B TOM
yucne CBA3aHHbIX C MEPEXOAOM Ha HOBYIO BEPCUIO
CucreMmsl, obecneyeHnem 6e3onacHocTy,
BHeJpeHMEM HOBbIX TEXHONOMMA 1 T.A4.;

without a power of attorney at the Client’s
location address (specifying the address in
question, date and time of the check) is
recognized by the Bank and the Client as a
confirmation of failure by the Client to submit
to the Bank updated information on the
Client’s address.

3.2.2. unilaterally amend or supplement this
Agreement subject to notifying the Client at least 14
calendar days before such amendments become
effective, specifying the date when the said
amendments become effective.

3.2.3. to enhance the protection of the client
operations in the system, unilaterally amend the
procedure for performance of operations in the
System, the ED exchange procedure, the list and
formats of ED, electronic document management
security requirements, EPD performance procedure
etc. subject to prior and subsequent notices to the
Client.

3.2.4. unilaterally change the existing Tariffs and
add new ones, notifying the Client at least 14
calendar days before said changes are made. The
Bank’s notifications on changes in Tariffs can be
made by placing announcements on information
stands in the satellite offices/branches/satellite
offices of the branches and/or on the Bank’'s web
site www.uniastrum.ru and/or by sending them to
the Client through the Internet Bank-Client System
as EID executed in free form;

3.2.5. unilaterally restrict the Client’s access to the
system or use by the Client of the System, incl.
deny the reception (the execution) of the ED, in the
following cases:

- the Bank has doubts that the persons in
whose name the EDS was issued have powers to
administer the Client’s funds on the account;

- the Bank has doubts that the Client's EDS
has not been compromised or Session keys;

- situations have occurred specified in cl.
3.2.1. of the Agreement in connection with which
the Bank is entitled to refuse to execute the EPD;

- ignorance by the Client (failure to perform)
the Bank’s recommendations, proposals, demands
related to implementation of measures to improve
the operations in the System, among others, related
to the installation of an updated version of the
System, protective measures, roll-out of new
technologies, etc.

- the Bank has grounds to believe that the
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- y baHka ecTb ocHOBaHuWa nonaraTb, 4TO
poctyn k eToken PASS 6bin nonyyeH nMUoOM, He
YNOSIHOMOYEHHbIM Ha ero UCroJsib30BaHne;

- npuv HapyweHun KnneHToM TpeboBaHuM
HacTosiwero /[loroBopa w/unu 3akoHoAaTeNnbCTBa
Poccurickon ®egepaunu;

- a Takxe nmno ycmoTpeHuto baHka 6e3
06bSACHEHUS MPUYUMH.

3.2.6.B OQHOCTOPOHHEM nopsiaKe W3MEeHWUTb
BpeMSA OMNepauMoOHHOr0 AHS, YCTaHOBAEHHOro Ans

BaHka nubo ero  oTAeNnbHbIX  UAManNos,
[ONoNHUTENbHbIX  oducoB, yBeaoMMB 06 3TOM
KnueHta B nopsiake, npeaycCMOTPEHHOM  Ans

n3MeHeHuns Tapmdos.

3.2.7. Hanpaenatb KnueHTy no cucteme
«NHTEpHeT bBaHk-KnneHT» KWHMOpPMaUNOHHbIE U
peknamHble MaTepuanbl 06 ycnyrax v npoaykrax
baHka M ero napTHepoB, O MPOBOAUMbIX BaHKOM
MeponpuaTuax (ceMnHapax), akumsx.

3.2.8. Hanpaenatb KnmeHTy obsizaTesnibHble K
WCMOJIHEHUIO yKasaHus (TpeboBaHus) o
Heob6xoanMoCcTM nposeaeHns KnneHToM yKasaHHbIX
B HUX MeponpusATUIA MO MOBbIWeHM0 6e30nacHOCTH
nonb3oBaHmsa Cucremom.

3.2.9. npuoctaHaBnmMBaTb WX NpeKkpawaTb
nonb3osaHve KnueHtomMm Cucrtemom B chnydae
HapyweHnsa noCNeAHMM TMOJIOXKEHUI HacTosLwero
[oroeopa. [lMpekpaweHne nonb3oBaHns CucTeMom
BfleYeT pacTtopXXeHue HacToswero Jlorosopa.

3.2.10. caMocToATENbHO OLEHUBATb CTEMNEHb

6e3onacHocT nonb3osBaHus Cuctemon wn ee
3aWMLLEHHOCTN OT AOCTyrna TpeTbuX NuL, a Takxe
COOTBETCTBME Hanpasnsemblx  KnueHtom  3[
TpeboBaHuaM 3aKoHOAaTeNbCTBa n/nnm
HacToswero [orosopa W B C/llyyae BbIABNEHUSA
HEeCoOTBEeTCTBUA  Hanpasnsemblx Knventom 3/
TpeboBaHuaM 3aKoHoAaTesNbCTBa n/vnn

HacToswero [loroBopa uau ob6CcToAaTeNnbCTB, NPUYNH
WM Npeanocblslok, KOTopble Mo MHeHutio baHka
MOryT MpMBECTM K HapyleHuo 6e3onacHoctn u

3awmweHHocTn  Cuctembl b0 K HapyweHwuto
TpeboBaHui n/vnu HacTosLWero [oroBopa,
HanpaBnATb KnuneHTty obsa3aTenbHble ans

WCMOJZIHEHMS MOCNEeAHUM yKa3aHus (TpeboBaHus) o
HeobxoanMocCTM npoBeaeHnss KIMeHTOM yKasaHHbIX
B HUX MepOonpusATUIA MO MOBbIWEHMIO 6e30nacHOCTH
Nnosib30BaHus Cucremoi nnm yCTpaHeHuo
HecooTBeTCTBMIA (B TOM 4MC/ie BEPOSATHbIX WU
BO3MOXHbIX HEeCOOTBETCTBUM) Aencreytowemy
3aKOoHOA4aTeNbCTBY MM HacTosiwemy Jorosopy.
3.3. BaHk 065a3aH:

3.3.1. obecneumBatb B HEOb6XOAUMLIX ClAy4vasax
cmeHy eToken PASS, kntouen SLM.

3.3.2. ocywecTBnaTb KOHTpoab M1, NoNyyYeHHbIX
oT KnneHnTa, 7] coobwatb KnuneHnty o6
06Hapy>XeHHbIX ownbkax " npuynHax
HEeBO3MOXHOCTU ucnonHenus 3M4;

3.3.3. vcnonHate 3M[ B nopsgke M B CPOKW,
npeaycMOTPEeHHble HacToALWMM [JoroBopoM;

3.3.4. B CpoOK, He nNo3gHee cneaytowero paboyero
OHS C AaTbl coBeplieHuns onepauum, dopMmmpoBaTb
W HanpaensaTb B 3NEKTPOHHOM Buae KnueHTy
BbINMCKM No CueTy n nobyto Apyryto nHbopmaumio,

eToken PASS access was granted to a person not
authorized to use it;

- in case of violation by the Client of the
requirements hereof and/or Russian Federation
laws;

- as well as at the discretion of the Bank
without having to explain the reasons.

3.2.6 change unilaterally the duration and time of
the transaction day established for the Bank or for
its individual branches or satellite offices notifying
the Client hereof according to the procedure
specified for introduction of modifications to the
Tariffs.

3.2.7. submit to the Client in the Internet Bank-
Client system information and advertising materials
on services and products offered by the Bank and
its partners, on events organized by the Bank
(seminars), campaigns.

3.2.8. submit to the Client binding instructions
(requests) that the Client should perform the
actions specified in such instructions (requests)
related to strengthening the System protection
level.

3.2.9. suspend or terminate the use by the Client of
the System in case of a violation hereof by the
latter. The termination of the System use entails
termination hereof..

3.2.10. independently assess the level of the
System integrity and protection from unauthorized
access by third parties, as well as the compliance of
the EDs submitted by the Client with the
requirements set out in the laws and/or herein. In
case of identification of any incompliance of the EDs
submitted by the Client with the requirements set
out in the laws and/or herein or identification of any
circumstances, reasons or conditions which, in the
Bank’s opinion, may entail a violation of the System
security and protection, or a violation of the
requirements set out in the laws and/or herein,
submit to the Client binding instructions (requests)
that the Client should perform the actions specified
in such instructions (requests) related to
strengthening the System protection level or to
rectification of incompliance (including potential or
probable weaknesses) with the current laws or with
this Agreement.

3.3. The Bank shall:

3.3.1. Secure replacement of the eToken PASS, E-
Signature Keys when necessary.

3.3.2. control the EPD received from the Client and
notify the Client on identified mistakes and causes
of impossibility to execute EPD;

3.3.3. execute the EPD according to the procedure
and within the time period specified herein;

3.3.4. not later than of the business day following
the date of execution of the operation, generate
and submit to for the Client electronic Account
statements and any other information agreed by the



cornacoBaHHyK CTOpOHaMMU.

3.3.5. okasbiBaTb K/IMEHTY KOHCY/bTauNOHHbIE
ycnyru no Bonpocam npuema/nepenaum
nHdbopMaunm, TexHonormn ee o6paboTkm B cucteme
«NHTepHeT bBaHk-KnneHT» K1 MCnonb3oBaHUA
CpeACTB 3alUnThbl.

MpaBa n o6si13aHHOCTN KnueHra.
3.4. KnueHT Bnpase:

3.4.1. cocTtaBnATb M HanpaenaTb B baHk, a Takxe
nonyyate oT bBaHka 3 B COOTBETCTBUM C
nopsiakoMm, nepeyHem u dopmatamm obmeHa [,
npenycMoTpeHHbIMU HacToSAWNMM JJoroBopom;

3.4.2. obpawaTtbca B baHk C 3anpocamu no
Bonpocam obmeHa 3 u dYHKUMOHMPOBAHUA
cuctembl «MHTepHeT baHK-KnneHT»;

3.4.3. obpawaTtbca B bBaHk ¢ 3aaBneHnem o
npepoctaBneHnn konui  3[], Haxo4saWMXCa B
BaHke;

3.4.4. obpawatbca B baHk ana 6710KMPOBKMK
paboTbl B Cucreme.

3.4.5. obpawartbcH B BaHk B CBA3U c

nepereHepauunein KnMeHTOM KO4eBOW napbl nocne
MoJTyYeHUs KIIOUYEBOr0 HOCUTENS.

3.4.6. obpawaTtbcs B BaHk B cnyyae
HeAOCTYMHOCTH Cucrembl ans nony4yeHus
anbTepHATUBHOW TOYKM NogkntoveHus Kk Cucreme.

3.5. KnneHt 065a3aH:

3.5.1. npeaocTaBnATb npeacraBmTenam
CornacutenbHOM KOMUCCUM AOCTYN B MOMELLEHue,
rae pa3sMewaeTcs MNepcoHasbHbI KOMMbOTEP, Ha
KOTOPOM YyCTaHOBJ/IeHa cucTeMa «WHTepHeT baHk-
KnueHT», Ansa npoBeaeHus NpoBepok cobnwogeHus
KnneHtoM ycnoBuin Hactoswero [orosopa W
pa3peLlleHns BO3HUKLIMX pasHornacmin npu obmeHe

ao4;

3.5.2. uncnonb3oBaTtb MosydyeHHble OT baHka
nporpamMMHoO-TEXHUYECKMEe CcpeacTBa TOJSIbKO B
uensax, YCTaHOBMEHHbLIX HacToAwmM [1oroBopom,
6e3 npasBa nepegayn, NpoAaxu WIN Mnepenayn
MHbIM obpa3oM TpeTbMM AMuaMm, a Takxe
KOMMPOBAHMS. B cnydae HapyLweHus
YCT@HOBMIEHHbIX B OTHOLWEHMW MCNOJSIb30BaHUSA
NporpamMMHoOro obecneyeHus 3anpeToB "
orpaHuyeHunit KnneHT HeceT nepes baHKOM MOHYO
OTBETCTBEHHOCTb;

3.5.3. VMHMUMWpPOBaTb W3MEHEHME KJIKYEBbLIX Nap
SUM B cnyyasax, nNpeaycMOTPEHHbIX HaCTOSALWMUM
Jorosopow;

3.5.4. ocywecTBnATb B TeyeHue OornepaumoHHOro
OHA He MeHee [BYX CeaHCcoB CBA3M ¢ baHkom ans
MOJSTIYYEHUS BO3MOXHbIX 3KCTPEHHbLIX COO6LWEHNN
nnéo Apyromn aKTyanbHOM nHdopmaumm,
CBOEBpPEMEHHO pearnpoBaTb Ha BcCe coobuweHus
BbaHka. WHuumMaTopoM ceaHcoB cBA3M C baHkoM
Bceraa sengaetcsa Knnenrt.

3.5.5. noapepxumBaTtb akTyasbHbIMKU CUCTEMHYIO
ATy W CUCTEMHOE BpeMs Ha TexHU4YecKux
cpeacrteax, raoe  yCTaHOB/IEHO  MporpammHoe

Parties.

3.3.5. provide to the Client consulting services on
information receipt/transfer, information processing
technologies used in the Internet Bank- Client
System and use of protection means.

Rights and obligations of the Client
3.4. The Client shall have the right to:

3.4.1. create and send to the Bank, and receive
from the Bank, ED in accordance with the
procedure, list and forms of ED exchange set out in
this Agreement;

3.4.2. submit to the Bank inquiries on issues related
to ED exchange and functioning of the Internet
Bank-Client System;

3.4.3. submit to the Bank applications on the
provision of copies of ED kept by the Bank;

3.4.4. request the Bank to block the access to the
System.

3.4.5. request the Bank that the key pair be
regenerated after acceptance of the key medium.

3.4.6. request that the Bank, in case the System is
inaccessible, grant an alternative point of
connection to the System.

3.5. The Client shall:

3.5.1. provide to the representatives of the
Reconciliation Commission access to the premises
where the personal computer with the Internet
Bank-Client System is installed, for control of the
performance by the Client of this Agreement and to
settle disputes arisen upon ED exchange;

3.5.2. use the hardware and software received from
the Bank only for the purposes set out in this
Agreement, without the right to copy, sell or
otherwise transfer to third parties. In case of
violation of prohibitions and restrictions on the use
of the software, the Client shall be liable to the
Bank;

3.5.3. Initiate any change in E-Signature Keys in
the events specified herein;

3.5.4. perform, within the transaction day at least
two communication sessions with the Bank to
receive urgent messages or other relevant
information, promptly respond to any of the Bank’s
communications. The Initiator of the communication
sessions with the Bank shall always be the Client.

3.5.5. keep up-to-date the system date and time in
the hardware where the Bank’s software is installed.



obecneyeHune baHka.

3.5.6. B c/ly4yae pacTOp>XeHUs  HacTosLero
[Jorosopa wnuM npekpaweHuss ero AenCcTBua He
nosgHee 3 (Tpex) KaneHAapHbIX AHENW C MOMEHTa
npekpalwieHusa gencrens [loroBopa caMoCTOATENbHO
oCylwecTBuUTb nepepadvyy baHKy MHCTanASuMOHHOMo
KOMMNaKT-AnCKa, coaepxkawiero anctpnbyTtms
cuctembl «MHTepHeT BaHK-KnneHT» C¢ onucaHneM u
pPYKOBOACTBOM MOJIb30BaTeNns CUCTEMbl MO akTy B
NMpou3BoOJIbHONM opMe.

3.5.7. obpatutbcs B baHK Ans NJaHOBOM CMEHbI

KJIH04EBOIro HoCuTens nHdopmaunm 7
rnepereHepaumu KNo4YeBOMn napol  JUM rno
OKOHYaHMN NX CpoKa AeNCTBUS.

3.5.8. KOHTpPOSINpOBaThb, yTObbI cucTtemon

nofb30BasMCb TOMIBKO Te fuua, Ha
BbiNYyLLlEeHbl KNtoyeBble napbl DLIMT.

KOTOpPbIX

3.5.9. coobwaTtb B baHk 0 HEOH6XOAMMOCTU CMEHbI
Kno4eBbliX nap UM npu cMeHe AO/MKHOCTHbIX NnL,
opraHusauuu, Ha KoTopble BbinyLweHbl L.

3.5.10. He ncnonb3oBaTb KA4YeBble Napbl UM u

CeaHcoBble KAK4YM  NpPU  HaANMYMKU  OCHOBaHWM
nonarathb, yTOo AaHHble KJI0UM
CKOMMPOMETUPOBaHbI.

3.5.10.1. cnepoBatb n 6€3yCNOBHO MWCMONHATb
ykasaHuna (TpebosaHus) baHka 0 npoBeaeHun
MEpPONpUATUIA N0  MoBblWeHU  6e3onacHoCTm
nonb3oBaHus CucteMon wWAM N0  YCTPaHEHWIO
HecooTBeTCTBMI (B TOM uuKC/ie BEPOSATHbIX WU
BO3MOXHbIX HECOOTBETCTBUIA) OENCTBYIOLWEMY

3aKOHOZaTeNbCTBY MM HacTosiweMy [lorosopy.

IV. ®MHAHCOBbIE BBAMUMOOTHOLLUEHUA
CTOPOH

4.1. KnueHT onnadvmBaeT ycnyrm baHka
(KOMMCCMOHHOE BO3HarpaxaeHue) cornacHo
Tapudam baHka, B TOM 4yucne cnegymlowme ycnyru:
NoAK/OYEHME, npenocTaBsieHne  BO3MOXHOCTMU
MCNonb3oBaHUA cuctembl «MIHTepHeT BaHk-KnneHT»
(aboHeHTCKas nnaTa), yCTaHOBKa CUCTEMBI
«NHTepHer BaHk -  KnueHT», nposeneHue
niatexenm C NOMOWbIO cucTeMbl «MHTepHeT BbaHk-
KnueHT», npepoctaBneHne eToken PASS, a Takxe
WHbIE YCIYTrM NpeaycMoTpeHHblie Tapudamm.

Ycnyra no npeaocTaBfieHMI0 BO3MOXHOCTU
MUCNonb3oBaHUA cucteMbl «MHTepHeT BaHk-KnneHT»
HayMHaeT npenocTtaBnaTbca baHKOM C MOMeHTa
onnaTtbl KnueHToOM Bcex, HEOOXOAUMbIX AN Hayana
ee npepocTtaBneHus, ycnyr baHka. AboHeHTCKas
nnaTta noasexwuT onjaTte C MOMEeHTa noAnucaHus
CrtopoHamu HacToswero [ljorosopa.

4.2 nMNnata (KOMWUCCMOHHOE BO3HarpaxiaeHue)
B3MMaeTCs B MNopsake, yCTaHOBNeHHOM Tapudamm
BbaHka.

MoanncaHnem [Jorosopa KnueHT noaTBepXxaaeT,

yTo oO03HakoMneH ¢ Tapudamu bBaHka, BkoYas
YCTaHOBJIEHHbIE UMK ycnyru, pa3mepbl
KOMWCCMOHHOIO  BO3HarpaxaeHusa  baHka, ¢

MopsiIkOM U CPoOKaMy B3WMAHMA KOMMUCCUOHHOMO
BO3HarpaxxaeHus,  AeNCTBYIOWMMHN Ha  paTty
noanucaHua Hacroswero [orosopa M C MpaBoM

3.5.6. in case of termination or cancellation of this
Agreement, not later than 3 (three) calendar days
from the termination of the Agreement, transfer to
the Bank the installation CD containing the
distribution package of the Internet Bank-Client
with the description and the system user manual
under a certificate executed in free form.

3.5.7. request that the Bank replace the key
information support and regenerate the key EDS
pair upon expiry of their validity.

3.5.8. control the use of the system only by those
persons to whom the key EDS pairs have been
issued.

3.5.9. inform the Bank of the necessity of
replacement of the key EDS pairs in the course of
replacement of the official persons of the
organization to whom EDS have been issued.

3.5.10. not use the EDS key pairs and Session keys
if he has grounds to believe that these keys have
been compromised.

3.5.10.1. follow and unconditionally perform the
Bank’s instructions requests related to
implementation of measures to strengthen the
System protection or to rectify incompliances
(including probable or potential weaknesses) with
the current laws or with this Agreement.

IV. FINANCIAL RELATIONS OF THE PARTIES

4.1. The Client shall pay to the Bank a fee, in
accordance with the Bank's Tariffs, inter alia, for
provision of the following services: for link-up to the
Internet Bank - Client System for use (subscription
fee), installation of the Internet Bank - Client
System, performance of settlement operations on
the Client’s account using the Internet Bank - Client
System, provision eToken PASS, as well as other
services specified in the Tariffs.

The service related to provision of the Internet
Bank-Client System for use shall start to be
provided by the Bank on the date of payment all
Bank services required to start a provision.
Subscription fee shall be payable by the Client on
the date of signing hereof by the Parties.

4.2. The payment (fee) shall be collected in

accordance with the Bank’s Tariffs.

By signing of the Agreement the Client do confirm
that he is acquainted with Tariffs of the Bank
including services according to the Tariffs, Bank’s
commission fee, with procedure and terms of
commission fee charging applicable on the date of
the execution of this Agreement and with the Bank’s
right to change Tariffs unilaterally in accordance
with the conditions of this Agreement. Copy of the



baHka wu3MeHATb Tapudbl B  OAHOCTOPOHHEM
nopsiaike B COOTBETCTBUM C YC/IOBUSAMU HACTOSLLErO
[Joroeopa. Konus TapudoB baHka KnuneHToM
nonyyeHa. baHK He HeceT OTBETCTBEHHOCTW 3a
HecBOeBpeMeHHOe o3HaKkoMsieHMe KnneHta ¢ BHOBb
YCTaHOBIEHHbIMMU " pasMeLeHHbIMK Ha
MH(OPMALUMOHHbBIX CTEHAAX B AOMNOJIHUTENbHbIX
oducax/ dunmanax/ AONOJHUTENbHbLIX oducax
¢punnanos baHka u/mnu Ha BebcaliTe baHka B ceTu
MHTepHET no agpecy: www.uniastrum.ru. n/unmn B
pesynbTate wux oTnpaBkn KnaneHTy no cucreme
«NHTepHeT baHk-KnueHT» B Bnae U/ ceBoboaHoro
dopmaTa, Tapudamm baHka.

4.3. baHk BnpaBe B 6eccnopHoM (6e3akuenTHOM)
nopsake cnucbiBaTtb co Cuyeta KnueHTa, M MHbIX
cyetoB KrnneHta B bBaHke CyMMy KOMWCCUMOHHOIO
BO3HarpakaeHus, noanexatyiyto BbinsiaTe
KnneHtom BaHky.

V. KOHOMAEHUMNANTBHOCTb

5.1. CBegeHua o cyete KnueHTa n onepaumsax Mo
cuety KnuneHTa, o koyeBon uHdbOpMauun u
cpeactBax WudpoBaHua, MaTtepuanax paboTbl
CornacutenbHOM KOMUCCUM He noanexaTt nepegade
TPeTbMM NMuaM, 3a UCKJIIOYEHWEM Cllyyaes, NpsMO
YCTaHOBNEHHbIX AEACTBYIOWMM 3aKOHOAATENbCTBOM
M HacToswmM [loroBopom.

5.2. CTOpoOHbI cornacHbl ¢ TeM, 4To obs3aTenbCcTBa
no HacTosaweMy [Jorosopy B yactum
KOHMMAEHUMANBHOCTH, naposiemn 7] Kntouen
OCTalTCsA B cune u ucnonHswTca CTopoHamu B
TeyeHue ABYX KaneHaapHbIX ner nocne
npekpalleHnsa aencrems HacTosuwero [lorosopa.

VI. OTBETCTBEHHOCTb CTOPOH M
PUCKHW YBbITKOB

6.1. KnneHT HeceT OTBETCTBEHHOCTb 3a
coaepxaHue nwboro 31, nognucaHHoro SUIM
KnuneHTa.

6.2. baHK HeceT OTBETCTBEHHOCTb 3a coaep)kaHue
nwboro 27[], HanpaBneHHoro ot suua baHka, 3a
WUCKIOYEHUEM UCMOSIHEHHbIX UM DM TpeTbux nuy,
MOJSIlYYEHHbIX K cyeTy KnmeHTa, um Hanpasi€HHbIX
KnneHTy B 3neKTpOHHOM Buae, B 3TOM cnydae bBaHk
HeceT OTBETCTBEHHOCTb 3a HEN3MEHHOCTb
pPEKBU3NTOB yKasaHHbIX 2I1].

6.3. KnneHT HeceT puck ybbITKOB, CBA3aHHbIX C
HEeCBOEBpPEMEHHbIM coobleHneM 0 cryyasax yTpatbl
nnm KOMMNpoMeTaunm CeaHcoBbIX Ko4Yen,
3aKpbITbiX kntoder SUM, a Takxke yTpaTtbl eToken
PASS, npekpalweHus Aencrtemsa Bcex (HEKOTOPbIX)
aur.

6.4. 3a HeucnoaHeHune WAM  HeHagexallee
MCNOJSIHEHUE ob6a3aTenbCcTB no HacToswemy
Jorosopy CTOpOHbl HecyT OTBETCTBEHHOCTb B
COOTBETCTBMU C AENCTBYIOLMM 3aKOHOAATENbCTBOM
P® v HacTosAwWwmMM [JoroBopom.

6.5. Ecnu B pe3ynbTaTe Hagnexallero UCnosiHeHus
3MNA Bo3HuMKaeT yuwepb And CTOPOH WU/UNKN TPETbUX
vy, OTBETCTBEHHOCTb HeceT CropoHa,
npeacrasueiasa 2MA.

6.6. BbaHK He HeCé&T OTBEeTCTBEHHOCTUM B Ciay4ae
HEBO3MOXHOCTM oOcCyLlecTBlieHns obmeHa 3[ ¢

Bank’s tariffs was received by the Client. The Bank
shall not be liable for undue acquaintance of the
Client with Bank's Tariffs which were newly specified
and presented on information stands in satellite
offices/ branches/ satellite offices of branches of the
Bank and/or on the Bank’s website in Internet:
www.uniastrum.ru. and/or as a result of their
dispatch to the Client via the Internet Bank - Client
System in the free EID form;

4.3. The Bank shall have the undisputable
(acceptance-free) right to debit from the Client’s
Account and from other accounts of the Client with
the Bank the fee amount due by the Client to the
Bank.

V. CONFIDENTIALITY

5.1. Data on the Client’s account and operations
thereon, on key information and encryption tools,
materials of the work of the Reconciliation
Commission shall not be transferred to third
parties, except for the cases established by the
applicable laws and by this Agreement.

5.2. The Parties agree that the obligations under
this Agreement concerning confidentiality,
passwords and keys shall remain in force and shall
be performed by the Parties for two calendar years
after the termination of this Agreement.

VI. LIABILITY OF THE PARTIES AND
RISK OF LOSS

6.1. The Client shall be liable for the content of any
ED bearing the Client’s signature.

6.2. The Bank shall be liable for the content of any
ED sent on behalf of the Bank, except for third
parties’ EPD it performs as received to the Client’s
account and sent to the Client in electronic form; in
this case the Bank shall be liable for the
inalterability of the details of the specified EPD.

6.3. The Client shall be liable for the risk of losses
related to untimely notifications of cases of loss or
compromise of the Session keys, secret EDS keys
and loss of the eToken PASS or expiration of all
(any) EDS.

6.4. The Parties shall be liable if it is failed to fulfill
or improper fulfill their obligations under this
Agreement in accordance with the applicable laws of
the Russian Federation and this Agreement.

6.5. If, in case of proper performance of an EPD,
damage is caused to the Parties or to third parties,
the Party which submitted the EPD shall be held
liable.

6.6.The Bank shall not be liable for impossibility to
exchange ED with the Client if such impossibility is


http://www.uniastrum.ru/
http://www.uniastrum.ru/

KnneHToM, ecnn 3TO BbI3BAHO HeUCNpaBHOCTAMU
MCNoJsib3yeMbIX MporpaMMHoO-annapaTHbIX CpeacTs U
KaHalioB CBA3U, a TaKXe 3J'IeKTp0CETel7I.

6.7. BaHK He HeceT OTBETCTBEHHOCTM 3a YObITKM,
noHeceHHble K/IMEHTOM B pesysibTaTe WCMOJIHEHUSA
BaHkom 2M[J, noanucaHHbix SUIM KnueHta (npu
NOJIOXNTENbHOM pesynbTaTe NpoBEpPKM
noannHHoctn JUIM), n/mnn nnaTexHblXx 4OKYMEHTOB

Ha 6yMaxxHOM HocuTene, noanucaHHbIX
opurmHanamm noanucen YrosIHOMOYEHHbIX 1L,
KnneHTa 1 3aBepeHHbIX neyaTtbio KnueHTta, ecnu
OHM  oTnpasBneHbl KnneHToM owuboyHO  wIn
MOBTOPHO.

baHKk He HeceT OTBETCTBEHHOCTM 3a YObITKM,

noHeceHHble KMeHTOM B pe3ysbTaTte WCMOJIHEHUS
Bankom 20, noanucaHHbix SUM Knuenta (npu
NOSTIOXNTENBbHOM pe3synbTaTe NnpoBepKMn
noannHHoctn JUIM), n npn HeCaHKUMOHMPOBAHHOM
ncnonb3oBaHun Bcex (HekoTopbix) 3UM KnwueHTa,
KoTOpbIMM(-0M) noanucaH DM/, 3a MCKIYEHMEM
cnydasl, korga KnueHT Hagnexawum o6pasom
yBegommn baHk o ToMm, yto 3BUM yTtpatuna (-u)
cuny.

BbaHk He HeceT OTBETCTBEHHOCTM 3a Yb6bITKM,
noHeceHHole KnuveHTOM B pe3ynbTaTe oOTKasa
baHkoMm KnueHTy B npueme (ucnonHeHun) N[
n/wnn orpaHunyeHus pgoctyna KnueHta B cucremy,
W/Mnn  NpUOCTAHOBMEHUA W/MNKM  NpeKpalwleHus
ncnonb3oBaHna KnveHtom CucteMbl W/Mnm MHOM
HEBO3MOXXHOCTU MONIb30BaHNSA CUCTEMON B Ciy4vasx,
eCcnn Takas HeBO3MOXHOCTb fiBUNacCb CNeACTBUEM
peanusauuu BaHkoM CBOUX npas,
npenycMoTpeHHbIX HAacToAWMM [JoroBopoM.

6.8. OTBeTCTBEHHOCTb 3a Yywepb, BO3HMKLINN
BCNeACTBME  HapyLeHUs  KOHMWUAEHUMANbHOCTH,
HeceT CTOpOHa, AONYCTUBLUAs HapyLUeHue.

6.9. CTtopoHbl 0cB060XAaloTCA OT OTBETCTBEHHOCTMU
3@ YacCTM4YHOEe WAW TMOJSIHOE HEWCMOSIHEHME CBOUX

ob6s3aTenbCcTB MO  HacTosiweMy [loroBopy, ecnu
TakoBOE  SIBUIOCb  CNeACTBMEM  06CTOSATENLCTB
HenpeoaoIMMON Cunbl, BO3HMKLINX nocne

BCTYMJIEHMS B Cwiy Hacrtoswero [lorosopa, B
pe3ynbTaTe CObbITUIA 4Ype3BblYAMHOIO XapakTepa,
KOoTOpble He Mormum  6biITb  MpeaBuaeHbl U
npenoTBpaleHbl padyMHbIMM Mepamu. CTOpoHa, Ha
WCMOJSIHEHME  KOTOPOM  HacTtosuwero [lorosopa
Hagnexawmm obpasom BNAIOT yKa3aHHble
cobbiTnsa, obazaHa wmsBecTuTb Apyryto CTOpoOHY B
TeyeHne 3-x paboumx AHEeNn O BO3HUKHOBEHUU U
npekpaLieHmnu nencrTems obcToATENBLCTB
Henpeoao/IMMON CUnbI, NMpensaTCTBYOLWMX
HagnexalieMy MWCnosiHeHM0 ee o06s13aTenbCTB MO
HacTosiLeMy [OroBsopy, npu 3TOM CpOK
BbIMO/IHEHUSA ob6s3aTenbCTB no HacTosLwemy
[OroBOpy MNEpPEeHOCUTCS COpa3MepHO BpeMeHu, B
TeyeHne KOTOpPOro AencTBoBanu Takue
obcToaTenbcTBa. B TeyeHue Tpuauatn gHen nocne
OKOHYaHMS [OENCTBMSA YyKasaHHbIX 06CToATeNnbCTB
CTopoHa, Ha WCMNOJSIHEHWE KOTOPOM HaCToSALEro
[Joroeopa HapnexawuMm o6pa3oM OHW BAUSIN,
o6s3aHa npeactaBuTb Apyro CTOpoHe LOKYMEHTHI,
noaTeepxaatuwme Hanuuue, XapakTep 7]
ONUTENbHOCTb TaKNX 06CTOATENbCTB.

VII. NOPAAOK PA3PELLEHNA CNIOPOB

caused by defects in the used hardware and
software, communication channels or power
networks.

6.7. The Bank shall not be liable for losses incurred
by the Client as a result of the performance by the
Bank of an EPD bearing the Client’s EDS (upon
positive result of the EDS authenticity verification),
and/or paper payment documents bearing the
original signatures of the Client’s authorized
representatives and the Client’s seal, if the Client
sent them by mistake or repeatedly.

The Bank shall not be liable for losses incurred by
the Client as a result of the performance by the
Bank of an EPD bearing the Client's EDS (upon
positive result of the EDS authenticity verification),
and upon unauthorized use of all (some) of the
Client’'s EDS with which the EPD is signed, except
for the case when the Client duly notified the Bank
that the EDS has lost its (their) validity.

The Bank shall not be liable for the losses incurred
by the Client as a result of a refusal by the Bank to
accept (perform) the EPD and/or of a restriction of
the Client’'s access to the System and/or of
termination of the System use by the Client and/or
of any other impossibility to use the System in
cases where such impossibility was the result of the
exercise by the Bank of its rights provided for
herein.

6.8. The Party in breach of confidentiality shall be
liable for losses arisen due to this breach.

6.9. The Parties shall be released from their
respective liabilities if it failed to fulfill their
obligations under this Agreement, if such liability is
caused by force-majeure circumstances arisen after
this Agreement become effective as a result of
extraordinary circumstances which the Parties could
not reasonably foresee or prevent. The affected
Party shall notify the other Party within 3 business
days on the arising and ceasing of force-majeure
circumstances which hinder the proper performance
of its obligations under this Agreement; the term for
performance of obligations under this Agreement
shall be extended in proportion to the time during
which said circumstances last. Within thirty day
from the end of the effect of said circumstances, the
affected Party shall submit to the other Party
documents which confirm the presence, the nature
and the duration of these circumstances.

VII. DISPUTE RESOLUTION



7.1. Bce pasHornacus CTOpOH, Kacawwmecs
noanvHHOCTM 2 w1 npuHagnexHoctn  2DUM,
pa3peLarTcs cornacutenbHon kommuccmen CTOpPOH
C WCMNoNb30BaHWEM COrnacuTeNlbHOM npoueaypsl.

CozaaHue CornacuTtesnbHoM KoMUccUn "
paccMoTpeHue cnopos ocyllecTBnseTcs B
COOTBETCTBUM o Mopsakom paspelueHuns

pasHornacui npm obmeHe (B cBa3n ¢ obmeHoMm) 3/,
M3510XXeHHbIM B lpunoxeHun N° 3 K HacTosweMmy

Jorosopy.

CtopoHbl npusHatoT peweHns CornacutenbHOMN
KOMMCcun, opopMneHHble AKTOM B COOTBETCTBUM C
npoueaypamMmmn, yCTaHOB/IEHHbIMU B [punoxeHun N°
3 K HacrtosaweMmy [orosopy, o06s3aTeNbHbIMW WU
064a3ytoTca A06pOBOBHO WUCMOMHUTL UX B CPOKMW,
YCTaHOBJ/IEHHbIE 3TUM aKTOM.

B cnydae HEBO3MOXHOCTH pa3pelueHus
pasHornacumm B pamkax gencrems CornacuTtenbHOM
KOMUCCUM, BCe cnopbl Mexay CTopoHamMu noanexar
paccMmoTpeHuto B ApbuTpaxHoM cyae ropojaa
MocKBblI B nopsiake, yCTaHOB/IEHHOM
3aKoHoaaTeNnbCTBOM PO,

7.2. Bce wHble pasHornacums, KOTopble MOryT
BO3HWUKHYTb npwm NCNONHEHUN HacTosLero
Jorosopa wn o6meHe 3/, paspewatoTcs nyTeMm
neperosopoB. [lpu 3ToM CTOpOHa, nony4msLias
npeTeH3uto apyron CTOpoHbl, 06513aHa pacCMOTPETL
eé, noaroToBUTb WM HanpaBuUTb OTBET B Te4yeHue
pecatn paboumx gHer C MOMeHTa NOoSy4YeHUs Takowm
npeTeH3uun, a B cnydae HEBO3MOXHOCTHU
pa3pelleHns CyLecTBYIOWMX pasHornacui nytem
neperosopoB CTOpOHblI BMpaBe nepeAaTb WX Ha
paccMoTpeHne B ApbuTpaxkHbii cyn r. MoCKBblI B
rnopsiake, yCTaHOBNIEHHOM 3aKOHOAATENbCTBOM PO.

VIII. CPOK AEACTBUS JIOTOBOPA,
NOPSAAOK EFr0O N3MEHEHUA U
PACTOP)XEHMA

8.1. Hactoswwui Jorosop BCTynaeT B CUAY CO AHA
ero noAanucaHus W AelCcTByeT A0 MOMEHTa ero
pacToOp>XeHus B nopsake, yCTaHOBNEHHOM
HacTosAWmMM JJOroBopom.

B cnydae BCeX

6aHKOBCKOIo

pacTopXeHus
cyeTa, B OTHOLIEHUU
AencTByeT  HacTtoswwmin  [orosop,
CUMTaeTCs  pacTOpPrHyTbiIM B  [A€Hb
nocneaHero n3 CyeTos.

[orosopos
KOTOPbIX
nocneaHunn
3aKpbITUA

8.2. [ononHutenbHble cornaweHus kK Jorosopy
MoryT 6biTb  3aknto4deHbl  CTOpoHaMu  MnyTeMm
COCTaBNEHUS OAHOr0 [AOKYMEeHTa, MnoANuUCaHHOro
CTOpOHaMu, a Takxe nyteMm obmeHa AOKyMeHTaMu
no cucteme «MHTepHeT baHk-KnueHT» B BUae U1
csobogHoro ¢dopmara, NOANMCAHHOIo
cooTBeTcTBYtOWMMMN  SUM (NpyM  NONOXUTENBHOM
pe3ynbTaTte nposepku JLUIM).

MN3mMeHeHuns M OOMOJSIHEHUS K  HacTosweMmy
Jorosopy, BHOCMMble BaHKOM B OAHOCTOPOHHEM
nopsake, HanpasnswTca KnneHty no cucteme
«NHTepHeT BbaHk-KnuneHT» B BMae DU/ cBoboaHoOro
dopmata nubo nyteMm HanpaBneHUS MUCbMEHHOrO

[OKyMeHTa (yBeOOMMIEHUs, W3BELleHMs W T.4.),

7.1. All controversies between the Parties related to
the authenticity of the ED and the holder of the EDS
shall be settled by the Parties’ Reconciliation
Commission through negotiation. The formation of
the Reconciliation Commission and the Procedure
for Resolution of Disputes arising from (in
connection with) Exchange of ED specified in
Appendix 3 to this Agreement.

The Parties shall recognize the decisions of the
Reconciliation Commission stated in a Certificate in
accordance with the procedures set out in Appendix
3 to this Agreement as binding, and shall undertake
to perform them voluntarily within the terms
established by such Certificate.

If the disputes cannot be settled by the
Reconciliation Commission, all controversies
between the Parties shall be considered by the
Moscow Arbitration Court in accordance with the
procedure established by the laws of the Russian
Federation.

7.2. All other disputes which may arise in
connection with the performance of this Agreement
or ED exchange shall be settled through
negotiation. The Party which received a complaint
from the other Party shall consider it, prepare and
send an answer within ten business days from the
receipt of said complaint; if the Parties fail to reach
an agreement, the Parties may submit the dispute
to the Moscow Arbitration Court in accordance with
the procedure as established by the laws of the
Russian Federation.

VIII. TERM, AMENDMENT,
TERMINATION

8.1. This Agreement shall become effective as of
the date of its execution and shall remain in force
until its termination in accordance with the
procedure set out in this Agreement.

Should all the Bank Account Agreements with
regard to which this Agreement is valid be
terminated, the last one shall be regarded as
terminated on the day of closing of the last one of
the Accounts.

8.2. Supplementary agreements to the Service
Agreement may be executed by the Parties through
drawing up one document signed by the Parties, as
well as through exchange of documents through the
Internet Bank-Client system as EID documents
executed in free form, signed with the relevant EDS
(subject to positive EDS verification).

Amendments and supplements to this Agreement
made unilaterally by the Bank shall be sent to the
Client through the Internet Bank-Client system as
EID executed in free form or by sending a written
document (notice, advice etc.) signed by the Bank’s
authorized representatives by mail, telegraph, or



NOAMWCAHHOIO YMNOJHOMOYEHHbIMU nMuaMn baHka,
NOCpPeACTBOM MOYTOBOM, TenerpaHOM W  WHOMN
CBSA3M MO peKBU3MUTaM, yKas3aHHbIM B pasgene X
HacTosawero Jorosopa.

8.3. YBegomneHus n nwbas gpyrass nepenucka no
HacTosweMmy [JloroBopy, a TakXe N0 WHbIM
AOroBopaMm WAW MWHbIM OTHOWweHuAM KnneHTa u
BbaHka, cuuTalTCa HanpaB/eHHbIMW HaAnexalmm

obpa3oM, ecnM  OHWM  JOCTaBfieHbl  agpecaTty
KypbepoM, OTnpaBfeHbl MO Mo4YTe 3aKasHbIM
MUCbMOM, HanpasfieHbl Mo cucteMe <«WHTepHeT

baHk-KnuneHT» B Buae U csobogHoro dopmarTa,
noanucaHHoro 3UIT cTopoHbI-OTApaBuUTens, Wn
nocpeacTtBOM  MHOW  CBA3WM MO pEeKBM3UTaM,
yKa3aHHbIM B pasgene X HacTosuwero Jjorosopa.

8.4. [loroBop AOCPOYHO MOXET 6bITb pacToOprHyT B
OAHOCTOPOHHEM Mnopsake no TpeboBaHWMIO OAHOM U3
CTOpOH:

8.4.1. baHkoM B cny4dae pacTtopxeHuss [orosopa
no mHunumatmee baHka nNpu HapyweHun KnmeHTom
TpeboBaHui HacTosLwero [oroBopa n/mnm
33akoHogatenscTBa Poccuiickoin ®depepauunmn, npwu
3ToM baHk yBegomnsetr 06 3ToM KnueHTa He
nosgHee, 4yem 3a 15 (nNaTHaguaTb) KaneHaapHbIX
AHen [0 MOMeHTa npeanosiaraeMoro pacTtopXXeHus
[oroesopa nocpeacTBoM HanpaBneHus
COOTBETCTBYIOLWEro yBeAOMSIeHMa coobuweHns no
Cucrteme. ObsazaTtenbctBa baHka no npuemy wu
ncnosHeHnto 3 ¢ wncnonb3oBaHueM CucTemsl
CUYMTaKTCSA MNpeKpalweHHbIMU C AaTbl, YKa3aHHOM B
yBEAOMJIEHNMN.

8.4.2. B cnyyae pactopxeHus [orosopa no
MHUUMaTuee KnueHTa, nocneaHuin obs3aH
obpatntbcs B baHK u Hanucatb 3asdABneHue o
pactopxeHun [orosBopa. C pgaTbl yKa3aHHOM
KnneHtoMm B 3asBneHue npekpaiwaetca obmeH 3/
Mexay baHkoM un KnueHTtoM. [oroeBop cuuTaeTca
pacToprHyTbIM C MOMEHTa Haanexatlero
ncnonHeHmss CTOpOHaMM BCeEX MPUHATbIX Ha cebs
obs3aTenncTs.

8.5. B cnyvae, ecnn KnueHT He nonb3yetcs
Cuctemon B TeyeHnme 6 (WwecCcTn) KaneHAAPHbIX
MecsaueB, T.e. B TeyeHue LeCcTu MecsaueB noapssa
He ocywecTBnaTca nnatexun no Cncreme, baHk B
npase B OAHOCTOPOHHEM nMopAAKe OTKAUYUTL
KnunenHta oT Cuctembl HanpasmB no Cucreme
YBegoMneHMe O pacTopXeHun  [orosopa He
nosgHee, yeMm 3a 15 kaneHpapHbIX AHeW 40 AaThl
pacTop>XXeHus.

IX. MTPOYME yYCnoBus

9.1. CtopoHbl 0653yt0TCS yBeAOMNATb APYr Apyra
06 M3MEeHeHUN CBOEro Mecra HaxoXAeHWus, a Takxe
06 W3MEHEeHMW WHbIX pPEeKBU3UTOB, WMeKLWmnX
CyWwecTBeHHOe  3HayeHwe Ang  onpeaeneHus
topuanyeckoro cratyca m maeHtndukaumm CTOpOH
He nosgHee naTMm pabouymx [HerW C  MOMeHTa
BCTYM/IEHUSI TAKUX UIMEHEHWUI B CUNTY.

9.2. MNpaBa n ob6a3aHHocTn CTOPOH MO HacTosLeMY
[OroBopy He MoryT ObiTb nepeycTynieHbl Wamn
nepegaHbl  TpeTbMM AuuaMm  6e3  nonydeHus
npeaBapuTeNbHOrO Cornacus Apyrom CTOPOHbI.

9.3. Mo HeyperynmpoBaHHbIM HacCToALLNM

otherwise sent to the addresses specified in Section
X of this Agreement.

8.3. Notices and all other correspondence under this
Agreement and under other agreements or relations
between the Client and the Bank shall be deemed
duly sent if they are delivered to the recipient by a
courier, sent by registered mail, sent through the
Internet Bank-Client system as EID executed in free
form signed with the sender’s EDS, or otherwise
sent to the addresses specified in Section X of this
Agreement.

8.4. This Agreement may be terminated unilaterally
as requested by either Party:

8.4.1. in case of termination of the Agreement on
the initiative of the Bank as a result of a violation by
the Client of the provisions hereof and/or of the
Russian Federation laws, the Bank shall notify
thereof the Client no later than 15 (fifteen) calendar
days prior to the date of the expected termination
of the Agreement via submission of a respective
notice in the System. The Bank’s obligations related
to acceptance and execution of EDs with the use of
the System shall be regarded as terminated on the
date specified in the notice.

8.4.2. in case of termination of the Agreement on
the initiative of the Client, the latter shall contact
the Bank and submit the Agreement Termination
Notice. Starting from the date to be specified by the
Client, the ED exchange between the Bank and the
Client shall be stopped. The Agreement shall be
regarded as terminated on the date of proper
execution by both Parties of their respective
obligations.

8.5. In case the Client does not use the System
within 6 (six) calendar months, i.e. within six
months in succession no payments are effected in
the System, the Bank may unilaterally switch the
Client off the System by submitting in the System
the Agreement Termination Notice no later than 15
calendar days prior to the termination date.

IX. MISCELLANEOUS

9.1. The Parties shall notify each other on changes
in their location and other details significant for the
determination of the legal status and identification
of the Parties within five business days from the
moment these changes become effective.

9.2. Rights and obligations of the Parties under this
Agreement shall not be assigned or transferred to
third parties without prior approval of the other
Party.

9.3. All other issues not regulated by this



[orosopoM BornpocaM CTOpPOHblI PYKOBOACTBYHOTCS
LeNCTBYOWMNM 3aKOHOAaTeNIbCTBOM PO n
[loroBopoM 6aHKOBCKOrO cYeTa.

9.4. K HacTosiwemy [orosopy npuniararwTcs u/uam
ABNSAIOTCA €ro HeOTbEM/IEMOWN 4YacTbio crnefytoline
NpUNoOXeHns:

* MHCTpYKUMST MO uChnofb30BaHMo eToken
Pass (MpunoxeHune N2 1).

= 3asBKa Ha YCTAHOBKY cucTeMbl «NHTepHeT
baHk-KnuneHT» (MpunoxeHne N2 2);

= AKT cpaum-npuemkn paboTt no [Jdorosopy
(Mpunoxenne N2 3);

= [lonoxeHne O nopsiake npoBeaeHus
TEXHUYECKOW 3KCNepTusbl MNpU  BO3HUKHOBEHMUM
cnopHbiX cutyauun (Mpunoxenne N2 4);

» CepTudukat OTKPbITOrO KalYa noAnncK
aboHeHTa CryptoCom 32X, wWCnonb3yemblii Mpwu
pabote B cucrteme <«UHTepHeT bBaHk-KnueHT»
(MpunoxeHne N2 5);

= AKT npueMa-nepenaymu K/1Ho4EeBOro
HocuTens uHgopmauum (MpunoxerHne N2 6);

* AKT nonyyeHus komnsaektoB CeaHCOBbIX
kntoyen (MpunoxeHne N27).

» 3asBfieHMEe Ha W3roTOBIEHME HOBbIX (MU
OOMOJSTHUTENbHbIX) K/HOYEN 3N1EeKTPOHHOM UndpoBoi
noanucu (MpunoxeHne N28).

= PekoMeHAauuMu KaMeHTaM no obecnevyeHumto
6esonacHocTn npu pabote c cucrtemonr "KnueHTt-
BbaHk" uepe3 NHTepHeT (MpunoxeHne N29).

= TpeboBaHWa K NporpaMMHO-annapaTHOMY
obecneyeHuto (NpunoxerHme N°10).

9.5. Hacroswmin poroBop cocrtasfieH B 2-X (ABYX)
WAEHTUYHbIX 3K3eMmnnspax, Ha AByX s3blkax (Ha
PYCCKOM M Ha @HIJIMMCKOM), UMEKLWMX OANHAKOBYHO
HOpPUANYECKYIO CUly, OAMH 3K3emnnap ans baHka,
apyron — ansa KnueHta. B cnyyae BO3HMKHOBEHMUS
Kakux-nmnbo pasHouTeHun TekcT [loroBopa Ha
pPYCCKOM A3blKe nmeet npenMmyLiecTBeHHoe
3HaueHue.

X. AOPECA N PEKBU3UTbI CTOPOH

Agreement shall be governed by the applicable laws
of the Russian Federation and by the Bank Account
Agreement.

9.4. The following Appendices are attached and/or
made integral part of this Agreement:

= eToken Pass Manual (Annex 1)

= Application for Installation of the Internet
Bank-Client System (Appendix 2);

=  Work Acceptance Statement under the
Agreement (Appendix 3);

= Regulation for technical examination in
case of a conflict (Appendix 4);

= Certificate of the Subscriber’s EDS public
key CryptoCom 32x used in the course of
work with the Internet Bank-Client System
(Appendix 5);

= Key Media Acceptance Certificate (Appendix
6);

= Delivery and Acceptance Certificate of
Session Keys (Appendix N27).

= Application for provision of new (or
additional) EDS keys (Appendix N28).
= Recommendations to Clients related to

secure operations in the Internet Bank-
Client System (Appendix N29).

= Hardware & software

(Appendix N210).

requirements

9.5. This Agreement is drawn up in 2 (two) identical
copies, in two languages (in Russian and English),
both being equally valid, one copy for the Bank, one
copy for the Client. In case of any discrepancy in
interpretation, the Russian version of this Contract
shall prevail.

X. ADDRESSES AND BANK DETAILS



BAHK BANK

KB «lOHUNACTPYM BAHK» (O0OO0) «UNIASTRUM BANK>» (LLC)

MecTtoHaxo)xaeHume: 127473, r. MockBa, Location address: 1 Suvorovskaya square,
CyBsopoBckas niowagnb, Aom 1 Moscow 127473, Russia

TenedoHbl: (+7 495) 785-1085, 978-1568 Telephone numbers: (+7 495) 785-1085, 978-1568
KoppecnoHAEeHTCKUI cuerT: Correspondent account:

N? 30101810600000000184 B oTmeneHun N° 2 N¢ 30101810600000000184 with Unit 2 of the
MockoBCKOro rTy BaHka Poccun Moscow Chief Territorial Directorate of the Bank of
BWK 044585184, NHH 7707286100, KMMN FB{;'Ilzs(l)‘;jl4585184, INN 7707286100, KPP 775001001,
775001001, OrPH 1027739930998 OGRN 1027739930998

BanroTHbie pekBu3nTbl B gosuiapax CLUA: Bank details for USD operations:

J.P. Morgan Chase Bank, New York, USA J.P. Morgan Chase Bank, New York, USA

SWIFT: CHASUS33 SWIFT: CHASUS33

acct. N° 822839304 acct. N2 822839304

B EBpo: For EUR operations:

Deutsche Bank AG, Frankfurt am Main, Germany Deutsche Bank AG, Frankfurt am Main, Germany
SWIFT: DEUTDEFF SWIFT: DEUTDEFF

acct. N° 100-947714200 acct. N2 100-947714200

KJUEHT CLIENT

Anpec Address

MHH INN

P/cueTt Settlement account

B Kb in CB

Ten. Telephone

dakc Fax

E-mail E-mail

Moanucu cropoH/Signatures of the Parties:
BAHK/BANK:

M.MN./L.P.

KJINEHT/CLIENT:



M.N./L.P.



MUHcTpyKUuMa no ncnonbsosaHuro eToken PASS

Mocne BBOAA CBOMX ayTEHTUPUKAUMOHHBLIX AAHHbIX
(norvH 1 nNaponb) U NPOBEPKU OTKPbLITbIX Katoden DLIM,
cuctema notpebyer BBecTM CeaHCOBbIM K4, Bam
HeobxoaumMo 1 pa3 HaxaTb KHOMKy Ha 6penoke u
BBECTU UuMdpbl, oTobpaxkaemble Ha a3KpaHe bpesoka.

Mocne storo BXxoA B cucteMy 6yaeT BbIMNOSIHEH C
BO3MOXHOCTbIO MOAMWUCU U OTMNPaBKM 3NEKTPOHHbIX
OOKYMeHTOB. Naponb AEACTBUTENEH B TEYEHUE OAHOIMO
ceaHca paboTbl B cucteme. Mpu nocneaytowemM Bxoae B
cuctemy Heobxoammo BBeCTM HOBbI CeaHCOBbIN KoY
B BblLleyKa3aHHOM MNopsigKe.

Onsa otobpaxeHus Ha akpaHe 6penoka CeaHcoOBOro
KJIl0Ya@ A0CTaTOYHO OAHOr0 HaxaTus. B cucrteme Takxe
NpeAyCMOTPEHO HECKONbKO  «XONOCTbIX»  HaxaTuw,
nocsie KoTopbix Bbl BCe elle CMOXeTe 3alTU B CUCTEMY.
Moa «XOJTIOCTbIM» HaxxaTmem noHUMaeTcs
nocrefoBaTe/lbHOE HaxaTue Ha 6penok C KOpOTKUMU
nHTepBanamm (HECKONbKO CeKyHA).

Ecnn  4ncno  «XOnoCTbIX»  HaxaTwui
Jornyctumoe, npu BXode B cCUCTeMy Bebl
coobuweHne 06 ownbke.

B Takom cnyyae HeobxoauMMO CBA3aTbCA  CO
cnyx6oii nogaepxkn no tenedoHy (495) 744-04-04.

Bxoa B cucteMy BO3MOXeH M 6e3 MCnonb30BaHUs
6penoka. [ns 3TOro Npu otobpa)keHUn Ha aKpaHe nons
ANa BBOAa kK4va HeobxoaumMa HaxaTb Ha KHOMKY
«OTMeHa». [locne Bxoga B CUCTeMy AOCTyn K
kpuntorpaduyeckomy @yHKUMOHany 6yaeT orpaHuyeH.

NMpeBbICUT
yBUANTE

Mpuno>xeHune N21

K [loroBopy 06 06CNy>XMBaHUK C UCMOSIb30BAHNEM
cuctembl «MHTepHeT BaHKk-KnneHT» /
oT 20_r.

Annex 1 to the Service Agreement dd.
2011

eToken PASS Manual

After you enter your authentication data (login
and password) and the EDS public keys are
checked, the system will request that you enter the
Session Key. You should press the button on the
device and enter the figures shown on the device
display.

After that you will obtain access to the system
and get authorization to sign and send electronic
documents. The password will be valid during one
Session in the system. When entering the system
next time, you will have to enter a new Session Key
according to the afore-mentioned procedure.

It is enough to press the button on the device
once to see the Session Key on the display. The
system provides for a number of idle presses after
making which you will still be able to enter the
system. The idle press means consecutive pressing
of the button with short intervals (several seconds).

If the number of idle presses exceeds the
allowed one, you will see the error message when
entering the system.

In this case you will have to contact the
support service over the phone (495) 744-04-04.

Access to the system is possible without the use
of the device as well. For this, one should press the
Cancel button so that the display show the field for
the key to be entered. After the system s
accessed, the access to the cryptographic functions
will be restricted.



Mpuno>xeHne N22 |
K JloroBopy 06 06Ccny>x1BaHUN C NCNOSIb30BAHNEM
cucrembl «MIHTEpHeT BaHK-KnneHT»
oT 20_r.
Annex 2 to the Service Agreement dd.
2011

3asBKa Ha yc7auoax*ﬁn€rﬁ1@bl NHTepHeT BAHK -

Application for the Internet Bank-Client
System Installation

[losi5i, OTMEYEHHbIE CUMBOJIOM «*» 06s13aTe/IbHbI K
3arioJIHEHUO

Joroeop 06 o6cnyXmnBaHUM C UCNONb30BaHUEM
Cuctembl «NIHTepHeT BaHk-KnneHT» N°

KNTMEHT*:

Appec:

*Tpn Hannuum BanTHbLIX cyeToB 06A3aTeNbHO
3anonHuTb nons «HaseaHue (NaTtuHuuen)» n «Agpec
(natnHnuen)»

HavmeHoBaHWe knneHTa (naTtuHuuen)*:

Agpec (natuHuuen) *:

The fields marked with "*” are compulsory.

SERVICE AGREEMENT for Use of "Internet Bank -
Client " Services No.

CLIENT*:

Address:

*In case the Client has currency-denominated
accounts, it is compulsory that the Client fill in the
fields CLIENT'S NAME and CLIENT'S ADDRESS
(Latin symbols)

CLIENT’S NAME (Latin symbols)*:

CLIENT’S ADDRESS (Latin symbols)*:




KonuyecTBo nepBbix noanucen
(npaBo NepBol Noanucu
pacyeTHOro AOKyMeHTa)*:

[Be

OaHa

lMepBas noanuce *:

1. JOMKHOCTb:

ono
(nonHocTbio) *

Cpok pencreus
KJ1toYeBOM napsbl
aun:

2. JONXKHOCTb:

®no
(nonHocTblO)*

Cpok pencreus
K/l0YeBOI Napbl
aun:

Btopasi noanucb* (yKa3sblBarOTCsl B C/ly4Hae Haan4us B
KapTouke ¢ obpa3uamMu rnoanncesn n oTTMcKa nedvaTu mu,
obnaaarowmx npaBomM BTOPOH MOAMNCH PacyeTHbIX
AOKYMEHTOB):

1. JOMKHOCTb:

®no
(nonHocTbiO) *

Cpok pencreus
K/1t04YeBOM Napsbl
oun:

2. JOMKHOCTb:

®no
(nonHocCTbIO)*

Cpok pencreus
K/1t04YeBOM Nnapsbl
oun:

Nvua, obnapatowwime NpaBoM NepBON U BTOPOM MOAMUCH,
YKasblBalOTCA U3 YMCa COOTBETCTBYIOLWMX UL, YKa3aHHbIX B
KapTouyke c obpasuamMm noanucer u oTTMcka nevaTw.

TenedoHbl*:

The number of first signatures
(right of first signature of the

settlement document)*: Two

One

First signature*:

1. Position:

Full name *

EDS key pair validity
term:

2. Position:

Full name *

EDS key pair validity
term:

Second signature* (is specified in case the card of
signature and stamp specimens contains the signatures
and stamps of persons having the right of second signature
to sign payment documents):

1. Position:

Full name *

EDS key pair validity
term:

2. Position:

Full name
EDS key pair validity
term:

Persons having the right of first and second signature are
specified out of the number of respective persons specified
in the card of signature and stamp specimens.

Telephones*:

CyeTta knmneHTa*:
(BkNtOYas BantoTHbIE,

TPaH3UTHbIE)

WUHH opraHusaummn*
KNMN opranmsauun*

MogkntoyeHmne ¢
OAHOBPEMEHHbIM OTKpPbITUEM
cyeTa

Client’s accounts*:

(foreign currency, transit)

INN of the company*
KPP of the company*

Heobxoanmo ycrtaHoBUTL *:

Mepexoa Ha
HOBYO
BEpCUIO:

«Freedom on-line»

«Freedom off-line>»

Link-up with simultaneous
opening of account

It is necessary to install *: Note:

Freedom on-line Update

Freedom off-line




A noaTeBepxaak, 4UTO Ha
KOTOPOM YCTaHOB/IEHa cCUCTeMa

KOMMbIOTEPE, Ha
«NHTepHeT BaHK-

KnueHT», nporpaMMHo-annapaTHbIN KOMMNeKC
yaosnetsopsieT c. TpeboBaHUAM: nepCcoHasnbHbIN
KOMMnbloTEp, COBMECTUMbIN C IBM PC C

napametpamu: Pentium 133 mnu Bbiwe, 06bem O3Y
32M6 wunun Bbllle; 06beM cBO6OAHOM MNaMATU Ha
XecTkoM aucke 80 M6 wmnu Bblwe; nwbas cuctema
n3 cemencrtea Windows; nHtepHeT-6pay3ep Explorer
5.0 unu Bbiwwe.

51 03HaKOMJIeH, YTO HapylweHne PekoMeHAaumn no
obecneyeHuto 6e3onacHocTn nNpu paboTe c cmcrtemomn
"MHnTepHeT BaHK-KnueHT" yepe3 MHTepHET, a Takxe
coBeplleHune AeicTBuin nnn 6esnencTens, KOTopoe
npMBENo K KOMMPOMETaUMmM 3aKpbIToro katoda SLUIM
nnn eToken PASS, MoxeT nosneyb 3a cobomn

I hereby confirm that the hardware &
software of my computer where the Internet
Bank-Client System is installed meets the
following requirements: IBM PC compatible
system with the following parameters: Pentium
133 or higher, RAM of 32Mb or higher; hard
drive free memory of 80 Mb or higher; any
Windows-based system; Internet browser:
Explorer 5.0 or higher.

I am aware that any violation of the
Recommendations to Clients related to secure
operations in the Internet Bank-Client System,
as well as actions or omissions entailing a
compromise of the EDS secret key or the
eToken PASS may entail misappropriation of
funds.

XMweHne geHeXHbIX CpeacTB.

S.P.

S.P.




HAMMEHOBAHME
MCNOJIHUTENA

HAMMEHOBAHME
3AKA34YUKA

Kb «lOHUACTPYM
BAHK>» (000)
CyBopoBckas nin., a.1

(ykasbiBaeTtca

K/cC HanMeHoBaHue, aapec
301018106000000001 n 6aHkoBCckue
84 PEeKBU3UTbI
BMK 044585184 3akasunka)
MUHH 7707286100

AKT
Ne OT «___» « »201__r.

caaum-npueMkm pabort no [loroBopy o6
o6cny>kmBaHuMM € UICNOJIb3OBaHMEM CUCTEMbI
«WNHTepHeT-BaHk-KnueHT>»

N2 OT «___» « »201__ r.

Mbl, HUXenoanucaBlUMecs, NpeacTaBUTeNb
3aka3uumka

(ykasbiBaeTca aomkHoctb, ®.1.0. nuua
YMNOJIHOMOYEHHOr0 noanucaTb AKT)
C OAHOM CTOPOHbI, M npeacTaBuTenb McnonHutens:
3amecTutennb Mpencepatens MpaBneHusa KB
«IOHUACTPYM BAHK>» (000)

__, C Apyroi CTOpOHbl, COCTaBWAM HaCTOALWMIA aKT O
ToM, 4yto bBaHkoM paboTbl NO  NOAKMNOYEHUIO
3akasunka Kk cucrteme <«MHTepHeT BaHk-KnneHT»
BbIMOJIHEHbI MOJIHOCTbIO, NpeTeH3nn K UcnonHutento
no pabotam NO NOAKJIKOYEHUIO, a Takxe K paboTte
CUCTEMbI OTCYTCTBYIOT.

PaboTy caan

Mpuno>xeHne N2 3

K forosopy 06 06cny>nBaHnn C NCNOSIb30BAaHWEM CUCTEMbI
«NHTepHeT BaHk-KnneHT»
Annex 3 to the Service Agreement dd.
2011
PROVIDER’S
NAME

CLIENT’S
NAME

«UNIASTRUM BANK» (LLC)

Suvorovskaya square, 1
c/a
30101810600000000184
BIC 044585184

INN 7707286100

(client’s name,
address and
bank details)

ACCEPTANCE CERTIFICATE
No.__ of __ _  ,201_
under Agreement for the Provision of “"Internet
Client-Bank” Services

No. of , 201

We, undersigned, the Client’s representative

(position, full name of the person

authorized to sign the Certificate)
on the one part, and the Services provider
representative: the Deputy of C.E.O. of «<UNIASTRUM
BANK>» (LLC)

, on
the other part, have drawn up this Certificate stating
that the services on installation of Internet Bank-
Client system for the Client were fully provided by
the Bank, and that there are no claim to the Services
provider on the installation works and the system
performance.

Services delivered by

Pa6boTy npuHan

Services accepted by

(ykasbiBaetca ®.U.0. npeacraButens 3akasumnka)

(Client’s representative full name)



MONTOXXEHUE o nopsiake npoBeAeHUA
TeXHUUYECKOW 3KCNnepTusbl NpU BOSHUKHOBEHUM
CMNOPHbIX CUTyauui

1. B cnyyae BO3HMKHOBEHWUS CMOPHOW CUTyauum,
CTopoHa, sBnswoWasca uHWUMaTopoMm (Janee no
TEKCTY NHnumnaTop) paccMoTpeHuns CnopHoOW
cuTyaumm, npeacrasnset NPOTMBOMNONOXHOM
CTopoHe (nanee OTBETUMK) NMUCbMEHHYI0
NpeTeH3unto, CcoAepXallyto CyLlecTBO MpeTeH3un c

yKaszaHMeM Ha AoKyMeHTbl c 2UIM, sasuBwuecs
MCTOYHMKOM npeTeH3mn (panee no TekCcTy -
CNopHble AOKYMEHThI).

2. CrtopoHa-oTBeTuMK o0b6s3aHa B  TeyeHue

YCT@HOBJ/IEHHOIO CTOPOHaMW CpoKa OT AaTbl nodayu
npeTeH3nmn cchopmmpoBaTtb cornacuTesnbHyo
KOMUCCUIO ANs pacCMOTPEHUS npeTeH3un. B cocTas
Komuccuum BkaovatoTcs npeacrtasutenyt CTOPOHbI-
MHuumnaTopa, npeacrtasutenn CTOPOHbI-OTBETUMKA,
W, Npu HeobxoAMMOCTU, HE3aBUCUMbIE 3KCMepThl. B
COCTaB  4JIeHOoB KOMUCCUMU MOryT  BXOAUTb
npeacTaBuTeNM KOMMNaHuM-paspaboTumka CpeacTB
SUTMM. Bbibop 4neHOB KOMUCCUWM OCYLLECTBSETCS MO
cornacoBaHuio BCEMM CropoHamu. Mpwn
HEBO3MOXHOCTU COrnacoBaHHOro BblbOpa,
nocnegHWn nNpoBOAUTCHA cAyvamHo (no xpebuo).
Bce pacxoabl, CBsi3aHHble C  OpraHusauuemn
OesaTeNnbHOCTU COrfacuTeNlbHOM KOMUCCUK, HeceT
CTOpOHa-uHuuymaTtop. B cnyvasax, ycCTaHOBAEHHbIX
CTOpOHaMM B  AOMOJSIHUTENbHbIX  COrnaweHusXx,
pacxoasbl, CBSI3aHHble C 0eAaTeNnbHOCTbIO
COrNacuUTeNbHON KOMUCCUM, MOTYT BO3/aratbCa MU Ha
CTOopoHy-OTBETUMKA.

3. CornacutenbHas komuccusa (panee — KOMUCCUSA)
CO3[AaeTCs C Uenblo pa3pelleHns pasHoriacui npum
obmeHe 3NEKTPOHHbIMU AOKYMeHTaMun c4),
yCTaHOBJIEeHUS haKTn4eckmx obcrosaTennbCTB,
MOCNYXMBLWMX OCHOBAHMEM WX BO3HUKHOBEHWS, a
Takxe ans npoBepKmn LLesIOCTHOCTH "
rnoATBEPXAEHUS MOASIMHHOCTK D/[.

BpeMsa noKa3biBaHUS NEXUT Ha CTOPOHE, 3asiBUBLLEN
O HapyLeHUN CBOMX MNpaB.

4. Pe3ynbTtaTtoM pacCMOTPEHUS CMOPHOM CUTyauuu
KoMuccuen  aensfetca  onpepeneHne  CTOPOHbI,
Hecyllehn OTBEeTCTBEHHOCTb COMNacHoO BbiBogy 06
WCTUHHOCTU 3/1eKTPOHHOW UM@POBOM MNOAMUCK MOA
MPUNOXEHHBIMN AOKYMEHTaMMU.

5. Komuccnmsa B TeuyeHMe YCTaHOBJIEHHOrO Cpoka
NnpoBOANT pacCMOTpeHUe 3adaBieHnsa. PaccMoTpeHune
3as1BNIEHNA BKJIKOYAET cregyowme stanbl:

5.1. KoMuccmsa npoBoaUT TEXHUYECKYH 3KCNepTu3y
3NEKTPOHHbIX [OKYMEHTOB, 3aBepeHHbIX
3/IEKTPOHHON UMGPPOBON MOAMUCHIO U SBMSIOLWMXCS
OCHOBAHMSAMKW NS pacCMaTpuUBaAEMOM MpeTeH3uN.

5.2. KoMucecua npoBoAUT TEXHUYECKYH 3KCnepTusy

Mpuno>xeHnune N2 4

K Oorosopy 06 o6cnyxuBaHun ¢ UCMOIb30BaHNEM
cuctembl «MHTEepHeT BaHk-KnneHT»

Annex 4 to the Service Agreement dd.

2011

REGULATION for technical examination in
case of conflict

1. In the event of a conflict situation the Initiator
party (hereinafter referred to as the “Initiator
party”) of the conflict situation provides the
Counter-party (hereinafter referred to as the
“Defendant party”) with a written claim,
containing the essence of the claim referring to
the EDS documents which caused the claim
(hereinafter referred to as conflict documents).

2. The Defendant party must, during the period
determined by the parties starting from the
claim lodgment date, form a reconciliation
commission to consider the claim. The
commission comprises the Initiator party’s
representatives, the Defendant party’s
representatives and, if needed, independent
experts. The commission may also comprise the
EDS tools developer's representative. The
members of the commission are elected as
agreed by the Parties. If it is not possible to
agree on the elections such elections shall be
held at random (by lot). All the expenses related
to the reconciliation commission activity are paid
by the Initiator party. In cases established by
the parties in additional agreements, the
expenses related to the reconciliation
commission activity may be paid by the
Defendant party as well.

3. The Reconciliation commission (hereinafter
the commission) is formed to resolve
disagreements when exchanging the electronic
documents (ED), finding facts which caused
them and checking of the integrity and
authentication of the ED.

The burden of proof lies with the party claimed
its rights violation.

4. The purpose of the commission is to
determine the liable Party based on the
examination of the electronic digital signature
under the submitted documents.

5. The commission considers the application
within the set period. The application
consideration procedure comprises the following
stages:

5.1. The Commission conducts a technical
examination of the electronic documents which
are verified by the electronic digital signature
and are the reason for the claim.

5.2.

The commission conducts a technical



OTKPbITbIX  kaoden  DUM,  koTopbiMM  6bLIKM
NOANMCaHbl CMOPHblE AOKYMEHTbI, Nepuoa AEeNCTBUS
W CTaTyC 3TUX OTKPbITbIX K/OYEen, N yCTaHOBNEHMuEe
MX NPUHAANEXHOCTU TOM UK MHOW CTOpOHe.

CTOpoHbl  06A3ylOTCA  MPEeAoCTaBUTb  KOMUCCUK
BO3MOXHOCTb  O3HAaKOMJIEHUSS C  YCNOBUSAMU U
nopsaakoM  paboTbl  CBOMX  MPOrpaMMHbIX U

annapaTHbIX CpeAacTB, WMCMOJib3yeMblX Ans obMeHa
34 (B npepenax OTHOLWEHWIK, YyCTaHaBMBaeEMbIX
CornaweHneM 06 WCNOAb30BaHMN [OKYMEHTOB B
3/1eKTPOHHON opMe WM NPU3HAHUKM SNEeKTPOHHOWN
undposon noanucu (3LM) cTtopoH).

5.3. KoMuccmsa npoBognT TEXHUYECKYHD IKCMepTusy
KOPPEKTHOCTU 3/1EKTPOHHON UMpPOBON Moanncn B
CMOpPHbIX AOKYMEHTax.

5.4. Ha OCHOBaHUM OaHHbIX
3KCMepTU3bl KOMUCCUSA COCTaBAET aKT.

5.5 PeweHne
MaTepuansbl

TEeXHUYECKOMn

KOMUCCUM U CONYTCTBYHOLWME
no JAaHHOMY Jeny npefocTaBnsoTCs
Kaxgon w3 CTOpPOH W MOryT MCNONb30BaTbCA
CropoHamu npwm paccMOTpeHUn  CropoB B
ApbuTtpaxHom cyae.

6. CToOpoHa HeceT OTBETCTBEHHOCTb nepen ApYron B

cnyyae, korga wuMeno Mecto xota 6bl oaHa w3
cnenyrowmx cutyaumm:
6.1. CTtopoHa He npenbsiBASIET CBOEN KOMUU

CNMOPHOro 3/1EKTPOHHOIo AOKYMEHTaA.

6.2. DnekTpoHHas uudpoBas noanncb CTOPOHbLI B
CNOPHOM AOKYMEeHTe oKasanaCb HEKOPPEKTHON (Man
OTCYTCTBYET).

6.3. TlpotmBononoxHass CTopoHa npeaocTaBnseT
LOKYMEHT, OTMEHSIIOLW M paccMoTpeHune
3/IEKTPOHHbLIX [AOKYMEHTOB C AaHHoh DU n

MMEILWMI OTMETKY O MPUEME paHee AaTbl COPHOro
[OKYMeHTa.

7. B cnyyae, korga CropoHa npeabsiBnser
3/IEKTPOHHbLIA  AOKYMEHT, KoppeKkTHoCTb DU
NMPOTUBOMOJIOXHOM CTOpOHBI nog KOTOpbIM
npu3HaHa KOMWUCCUEN, MPUHAANEXHOCTb OTKPbITOro
K/o4a aun MPOTMBOMOJIOXKHOM CtopoHe
noaTeepxgeHa, 3Ta CTOpOHa MO BbIMNOSIHEHHbIM
onepauusiM rnepes MpoTUBONONOXHOW CTOpPOHOM
OTBETCTBEHHOCTU HE HEeCET.

BAHK/BANK

examination of the EDS public keys by which the
conflict documents were signed, the validity and
status of these public keys and their belonging
to one of the Parties.

The Parties shall provide the commission with a
possibility of studying the conditions and
procedure of the work of their software and
hardware used for ED exchange (within the
relations established by the Agreement on the
use of electronic documents and admission of
the electronic digital signature (EDS) of the
parties).

5.3. The commission conducts a technical
examination of authenticity of the electronic
digital signature in the conflict documents.

5.4. Based on the technical examination the
Commission draws up a statement.

5.5 The resolution of the commission and
relevant materials shall be provided to each
Party and can be used by the Parties when
considering the dispute in the Arbitration Court.

6. A party is liable to the other party if at least
one of the following situations takes place:

6.1. One of the parties won't provide its copy of
the electronic document in question.

6.2. The electronic digital signature of a party in
the conflict document turned out to be incorrect
(or missing).

6.3. The Counter-Party provides a document
canceling the consideration of electronic
documents with this EDS and having a mark on
its admission before the date of the document in
question.

7. If a Party presents an electronic document,
authenticity of the EDS under which was
recognized by the commission, and the
belonging of the public key to the Counter-Party
was confirmed, this Party will not be held liable
to the Counter-Party for the performed
operations.

KJIMEHT/ CLIENT

M.M./S.P.

M.M./S.P.



Ceptudmkar OTKpbITOro kjaoya aboHeHTa
CryptoCom 32x, mcnonb3yembiii npu pabote B
cucreme «UHTepHet BaHK-KnueHT»

CeBegeHusn 06 opraHuMsauumm

1. HaumeHoBaHwue:

2. Opwunanueckui agpec:

3. TlouToBbIN aapec:

TenedoH

5. ®akc.

CBeneHua o Bnagenbue Kar4a:
1. ®amununsa, nMs, oTYECTBO BNadeblia Kto4ven:

2. [JO/IKHOCTb:

3. YpocTtoBepeHne NIMYHOCTU:
nacnopt N°
BbloaH «___ » r.

Mpuno>xeHmne N2 5

K Oorosopy 06 o6cnyxuBaHun ¢ UCMOIb30BaHNEM
cuctembl «MHTEepHeT BaHk-KnneHT»

N@ oT 20 r

Annex 5 to the Service Agreement dd.

2011
Subscriber’s public key certificate Crypto-
Com 32x used in Distant Internet Bank
Service system

Information about the company

1. Name:

2. Legal address:

3. Postal address:

Telephone No.

5 Fax No.

Key owner information:

1. The key owner surname, first name and
patronymic:

2. Position:

3. ID: passport No.
issued on

MapameTpbl knova:
dononHurtenbHbIE NOJIA OTKPbLITOro KJjakoya

‘ CeETMQM KaTa ! :

MMsa BnagenbLa Kaouen:
UID:

UIN:

[JaTa Hauyana gencreus:
JlaTa oKOHYaHUSA AENCTBUSA:

TEeKCT OTKPbITOro Kjkua:

Key parameters:

Additional public key (certificate
fields:

Name of key holder:

UID:

UIN:

Date of start of validity:
Date of expiry of validity:

Public key text:

D3E9 8740
07AC A375
DFO6 A584
82

9E8F
91C5
2334
0C7A

0413 DB5D EA3C A5BI1
DASC F4EE 51CC DAS87
ECB9 9D79 96CA 4CBR7
6F26 E014 897E E213

DIBE 13CC
9158 A698
CC4C FOCB

JlnyHas nognuncb aboHeHTa

(M.N.)

Subscriber personal signature

Vl,D,eHTVICbMKaLI,MH KJIMEHTA NpoBEAEHA
(®.1.0.)

(M.1.)

Customer identification completed
Name

(S.P.)




A KT
MPUEMA-NEPEOAYUN KNTIOMEBOI'O HOCUTENA
MHOOPMALLMN

r. Mockea « » 201 r.

KOMMEPYECKNNA BAHK «IOHUACTPYM BAHK»

(OBLLECTBO C OrPAHUYEHHOWM
OTBETCTBEHHOCTbIO), panee MMEHYEMbIN
«baHk>», B vue
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KEY MEDIA ACCEPTANCE
CERTIFICATE

Moscow , 201

COMMERCIAL BANK «UNIASTRUM BANK»
(LIMITED LIABILITY COMPANY), hereinafter
referred as “Bank”, represented by

__, acting on the basis of Power of Attorney No.

, AENCTBYlOWEro Ha ocHoBaHuM [loBepeHHoCTU N° of __ . 200__, on the
oT « » 200__ roma, ¢ one part, and

OAHOM CTOPOHHbI, 7
hereinafter
, referred as “Client”, represented by

, Bbanee wunMmeHyemblh «KnueHT», B nuue
, acting on the basis of
, LeNCTByoLWero Ha OCHOBaHUN , on the
, C apyron other part (hereinafter collectively referred to as
CTOpPOHbI (manee coBMeCTHO WM no otgenbHoctn the “Parties” and individually as the “Party”),
MMEHYyeMble "CTOpOHbI" nnu "CtopoHa" have made this certificate (hereinafter referred

COOTBETCTBEHHO), 3akatumnm  Hactoswmin  akT as “Certificate”) on the following:

(nanee - «AKT») 0 HMXeECNeaYyOLWEM:

1. Hactosawmm BaHk nepepan, a KnueHT npuHan
K/HOYEBON HOCUTENb MH(OpPMaUnM B COOTBETCTBUN C
Jorosopom 06 o6cnyxmBaHnMM C WMCNONb30BaHUEM
cuctembl «MHTepHeT bBaHk-KnumeHT» N2 _ oT

1. Hereby the Bank has passed and the Client
has accepted a key medium in accordance with
the Agreement for the Provision of “Internet
Client-Bank” Services no. dd.

« » 200__ ropa (manee , 200__ (hereinafter
«[lorosop»). referred as “Agreement”).
Jata, HaumHas C KoOTOpOW The validity starting date of the
KtouyeBom HOCUTENb | «__ » Key medium
MHdopMaumm cuntaetca | 200 roaa S a—
AeNcTBUTENbHbIM 200__
Nnuo, YNOJTHOMOHEHHOE The person authorized to use the
ncnonb3osaTb Ko4eBon Key medium in order to generate
HocuTenb nHdopMaLmm c the corresponding EDS:
Lenbo dopMmpoBaHus

cooTBeTcTBYtOLWen DLM:
damnnunsg, nMms, oT4ecTso

HO/KHOCTb

afpec pervcrpaunm

nacnopTHblE AaHHbIE

2. YcTtaHoBKa aboOHEHTCKOro MecTa noJib30BaTens
CUCTEMbI «NHTepHeT BbaHk-KnueHnTt» Ha
obopynoBaHum KnueHTa:

[ ] - camocTostenbHo KnneHToM;

[ ]- coTpyaHukoMm BaHka.

3. baHk ocywecTBmun obyyeHue nepcoHana KnueHTta
paboTte c cucremon «NHTepHeT BaHk-KnneHTt».

Surname, first name, patronymic

Position

Registration address

ID data

2. The installation of the subscriber’s
workstation of the Internet Bank-Client System
on the Client’s equipment:

[ ]- by the Client;

[ 1- by the Bank employee

3. The Bank has carried out the training of the
Client’s staff to operate the Internet Bank-Client
System.



4. baHK ocywecTsun
«NHTepHeT BaHK-KnueHT».

TECTUPOBaAHNUE  CUCTEMDI

Mpn 3TOM, B Cry4yae YCTaHOBKM CUCTEMBbI
«NHTepHeT BaHk-KnuewT» coTpyaHukoM baHka, B
npucytctBun KnuneHta B baHk 6bi1  oTnpasseH
DNEeKTPOHHbIA  MAaTeXHbI AOKYMEHT B  Buae
TECTOBOro MAAaTEXHOro MOPYYEHUS W MOSy4YeH u3
BaHka DNeKTPOHHbIN MH(MOPMALMOHHbIA OOKYMEHT B
BUAE BbIMUCKK MO CYETY.

Mo pe3ynbTaTaM TeCTUPOBaHUA cucTeMa «MHTepHeT

BaHk-KnneHnTt» npu3HaHa CTtopoHamu
pabotocnocobHoli, npeTeH3Mn K ee paboTe
OTCYTCTBYIOT.

5. Hacroswun AKT coctaBneH B 2 (ABYX)
3K3eMnasgpax no OAHOMY Ans Kaxaon CTOPOHbI U
ABMSIETCA HEOTbEMIEMOM YacTbio Jorosopa.

4. The Bank has tested the Internet Bank-Client
System.

Furthermore, in case the installation of
the Internet Bank-Client System was carried out
by the Bank employee, an Electronic document
having the form of a test bank order was sent to
the Bank and an Electronic Informational
document in form of a statement of account was
received from the Bank in the presence of the
Client.

After considering the testing results the Parties
acknowledge that the Internet Bank-Client
System is operable and there are no claims to its
functioning.

5. This Certificate is drawn up in two copies, one
copy for each Party, and is an integral part of
the Agreement.

BAHK/BANK

M.M./L.P.

KJIMEHT/Client

AKT N°
MONTYYEHUA ETOKEN PASS
r. « » 20 r.
A, npeacraBuTenb KOMMNaHuUn

’

(HanmeHoBaHMe KOMMaHWUW)

damunus, Umsa, OTyecTBo

Mpuno>xeHne N2 7
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CERTIFICATE NO.
OF ETOKEN PASS ACCEPTANCE

, 20

I, as a representative of

(Company Name)

Name, Surname



HacTosAlWMM noAaTBepxaato ¢akT MOoNyYEHUS MHOKO
oT Kb «lOHUACTPYM BAHK» (O0OOQO) eToken PASS c
MAEHTUDUKALMOHHbBIM HOMepoM NO
npeaHasHa4YeHHbIN ons
reHepaummn CeaHCOBbIX KAKO4YeN ANa AasibHENWero
MCMNo/b30BaHUA npwu paboTe B cucreme
ONCTaHUMOHHOIO 6aHKOBCKOIo obcnyxuBaHus
«NHTepHeT BaHK-KnueHT».

Hactoawwnm noaTteepxaato dakT noayyvyeHus
eToken PASS ¢ wWaeHTUPUKAUMOHHLIM HOMEPOM

Hereby confirm that I have received from
Uniastrum Bank the eToken PASS with the
identification number meant to
generate Session Keys for subsequent use in the
course of operating the Internet Bank-Client
remote banking service system.

I hereby confirm that I have received the
eToken PASS with the identification number

BAHK/BANK

M.M./L.P.

KJIMEHT/Client

Mpuno>xeHne N2 8
K [lorosopy 06 o0b6cnyxuBaHum c
MUCMoNb30BaHNEM cUCTEMbI «VIHTepHeT BaHKk-KnneHT»

N° oT 20_r.
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3AABJIEHUE
Ha U3roToBJiIeHNe HOBbIX (M1 AOMNOJIHUTENbHbIX)

KJIlOUEeW 3/1IeKTPOHHOM undpoBoin nognucu/ APPLICATION for provision of new

(or additional) EDS keys.

HaummeHoBaHune KnuneHtra/ Customer name:

rnosiHoe n ToyHoe / full and accurate

Opuandeckunin agpec,
TenedoH/legal address, tel.:

Homep gorosopa Ha
obcnyxunBaHue B cucrteme/
NHTepHeT-6aHK KIneHT/
Number of the Internet-Bank




system service agreement

MpuumnHa cMeHbl/aobaBneHns
kntoden UM/ Reason for
replacement/addition of EDS
keys

PacueTHbIN cueT /Current
account

Mopnucun/Signature

CMeHa nognucu/
Signature
replacement

Ao6aBneHune
noanucu/
Signature addition

lMepBas noanuck/First
signature:

1. JdonxHocTtb/ Position:
dUNO/ full name
Cpok pencteusa DUM
/EDS validity term

2. [OdomxHocTb/ Position:
dNO/ full name
Cpok pgenctsus UMM/
EDS validity term

Bropasi nognuce/
Second Signature :

1. JdonxHocTtb/ Position:
OUNO/full name
Cpok pencteus UM/
EDS validity term

2. JdomxkHocTb/ Position:
ONO/full name
Cpok pgencteus UMM/
EDS validity term

S.P.

S.P.




PekoMeHpaunm knmMeHTam no obecneyeHmo
6e3onacHocTu npu paboTe C
cuctemon "KnneHt-baHk" yepes MIHTepHeT

- He xpaHuTe naponb ans Bxoga B cuctemy "AB0O
BS-Client" B daine Ha nokanbHOM aucke, nm6o B
nobom Apyrom nerkogocTyrnHoM MecTe;

- He xpaHuTe ceaHcoBble K/HOUYU B NIEFKOAOCTYMHOM
MecTe;

- Cepbe3HO OTHecuTeChb K BOMPOCY XpaHeHus
KOYEN N CeaHCOoBbIX Kato4yen Cuctemsl "KnneHT-
BaHk". Hanuune kntoya No3sonsieT 3aBeputb OT
Balwero nMeHn AOKYMEHT 1 nepeaaTb ero Ha
ncnosiHeHne B baHK. XpaHuTte kntoum obsa3aTenbHO
Ha CbEMHbIX HOCUTenax (AnckeTa, new-HocuTenn).
BaHk pekoMeHAYyeT MCNoNb30BaTh Qriew-HoCUTEeNb
no npuymnHe 6onblero pecypca pabotbl. He
OepXUTe HOCUTESTN MOCTOSAHHO BCTaB/IEHHbIMU B
KOMMbIOTEP, NCMONb3YNTE UX TObKO B Cllyyae
Heo6XoAUMOCTU 3aBepeHnst AOKYMEHTOB. H1 B koeM
c/lyyae He XpaHuTe KJ/l0UM Ha XXeCTKOM AUNCKe
nepcoHasnbHOro KoMnbtoTepa.

- Nepuoanyeckn MeHsANTe Naposb AN BXoAa B
Cucrtemy "KnneHt-baHk" (He pexe ogHOro pasa B
ABa mecsua).

- He BBOAMTE KOHbUAEHUMANbHbIE AaHHbIE, €CNN
OKHO ANs BBOAA OT/IMYAETCs OT CTaHAapTHbIX OKOH
Cuctemsbl "KnneHt-bank" (apyrue Hagnucu, wpudT
M ToMy noaobHoe) unun otobpaxaeTcs He Tak Kak
Bcerga (HapyLweH nopsagok paboTbl B cucteme).
BHuMaTenbHO cneaute 3a coobLeHnsaMn, KoTopble
NnosIBASIIOTCA Ha SKpaHe KOMMbloTepa.

- Mpw BBOAE KIOYa M naponsa obpawarite BHUMaHME
Ha NpaBuibHOEe 0TOBpaXkeHne Ha3BaHMUs Kio4a.
HezameanutenbHo coobuwante B BaHk 0 dpakTe
HEBO3MOXHOCTM MoJlydeHuns goctyna Kk Cucreme
"KnuneHTt-baHK" no npuymMHe HecoBnageHUs napons
Ha BX04 B CUCTEMY.

Mpy KOMNpOMEeTaLMW U NOMbITKE KOMNpOMeTaLnm
CEeKpEeTHbIX KJlo4el UM KoMnbloTepa, YBOJIbHEHUS
OTBETCTBEHHOro coTpyaHuka unm UT cneunanucra
Bawel KkoMnaHum, KOTOpbIA UMen A0CTyn K
KOMMbIOTEPY WM K CEKPETHBIM K/to4aM 1
CEeaHCOBbIM K/lo4aM, CpOYHO obpaTuTech B baHk asis
6noknposku baHk KnneHta wm reHepaumm HOBOM
3NEKTPOHHO-LMDPOBOM NOANUCH .

Mo BO3MOXHOCTM HE MCMONb3YNTE KOMMbOTEP, C
KOTOPOro ocyuiectenseTrcs pabota B Cucreme
"KnueHT-baHK", ons pasBneyvyeHni U noceLeHmnm
CaTOB COMHUTENIbHOIO CoAepXaHus.

Ha koMnbloTepe, yepes KOTOPbIN BbIMNOHAETCS
paboTta B Cucreme "KnmeHt-baHk", Heob6xoammo
yCTaHaBnMBaTb 06HOBNEHMA 6€30MacHOCTH
onepauMoOHHON CUCTEMbI exeMecayHo (OkenaTenbHo
B aBTOMaTU4YECKOM peXuMe).

06953aTeNbHO UCMOIb3YNTE N NMOCTOSHHO
obHoBNnAlTe (exeAHEBHO) NepCcoHalbHble CpeacTBa
3alnThbI:

- aHTMBUPYCHOE NporpamMmHoe obecneveHune u

Mpuno>xeHne N2 9
K OoroBopy 06 o6cnyxuBaHuu c
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Recommendations to Clients related to secure
operations
in the Internet Bank-Client System

- Do not store your password to access the
Bank-Client System in a file on a local disk or in
any other easily accessible place;

- Do not store the session keys in an easily
accessible place;

- Take seriously the issue of storage of keys and
the session keys to the Bank-Client System. The
key knowledge enables anybody to certify a
document in your name and instruct the Bank to
execute it. Store you passwords in removable
carriers (disks, flash memory carriers). The Bank
recommends that you use a flash memory
carrier due to its wider resources. Do not keep
such carriers inserted in the computer all the
time, use them only when you have to certify
your documents. Never store your keys in your
hard disk drive.

- Change your Bank-Client System access
password from time to time (at least once in two
months).

- Do not enter confidential data if the entry
window differs from the standard windows of the
Bank-Client System (other inscriptions, font,
etc.) or if the window is not displayed the way it
is always displayed (the system procedure is
violated). Be very attentive to messages
displayed in your monitor.

- When entering the key and password, pay
attention to the correct display of the key name.
Inform the Bank immediately of the impossibility
of getting access to the Bank-Client System due
to mismatch of the system access password.

In case the secret keys or your computer are
compromised, or a compromise attempt takes
place, or in case of resignation of an officer in
charge or IT expert of your company who had
access to your computer or secret keys or
session keys, immediately contact the Bank to
block the Bank-Client System access and to
generate a new electronic digital signature.

If possible, do not use your computer where you
access the Bank-Client System for entertainment
purposes and for visits to the sites having
dubious contents.

It is recommended to update the operating
system security utilities on the computer where
you access the Bank-Client System on a monthly
basis (it is advisable to do it automatically).

Be sure to use and update on a daily basis your
personal protection tools:

- antivirus software and other tools of
identification of malware (Trojans);

- firewalls;

- unauthorized access protection tools.



Apyrue cpeacTBa BbiSiB/IEHUS BPeAOHOCHbIX
nporpamMm (TposiHOB);

- NepcoHasibHble MexceTeBble 3KpaHbl (panpBonsbl);
- CpeACTBa 3alUnTbl OT HECAHKLMOHMPOBAHHOIO
goctyna.

JocTyn K KOMMNbOTEPAM, Ha KOTOPbIX YCTaHOBJIEHA
Cucrema "KnueHTt-bBaHk", A0MKHBbI UMETb TO/IbKO
CoTpyAaHuKN, obnagarwme npaBoM AOCTyna K
paboTe c cucTemMoi.

Ncnonb3yiiTe B KayecTBe CpeAcTBa AONOSTHUTEIbHOM
3alUNTbl KOMMJIEKTbI CEAHCOBLIX K/HOYEN:

- Npv NpoBeAeHnn PUHAHCOBbLIX ONepaumin
MCNosnb3ynTe O4HOPA30BbLIE NApPOan;

- He XpaHuTe O4HOpa30Bble Napo/in Ha JIOKalbHOM
auncke.

Mpu pabote B Cucreme "KnneHt-baHk":

- He ocTtaBnsiiTe KOMNbOTEP C aKTUBHOM CncTemMon
"KnueHnTt-baHk" 6€3 npmucMoTpa;

- BbixoauTte n3 Cuctemsbl "KnmeHTt-baHk", gaxe ecnu
HeobXxoAMMO OTOMTM Ha HEMPOAO/KNTENbHOE
BpeMs;

- Ecnn 3ameTuTe NOA03PUTENbHYI0 aKTUBHOCTb Ha
KOMMbIOTEpPE C yCTaHOBIeHHON Cuctemon "KnuneHt-
BaHK" (caMmonpon3BoJsibHble ABUXEHUS MbILWWbIO,
OTKpbITUE/3aKpblTue OKOH, Habop TekcTa) -
HeMeA/IeHHO BbIK/I0YMTE KOMMbOTEpP M coobwnTe B
BaHK 0 BO3MOXHOWM MOnbITKe
HECaHKLUMOHMPOBAHHOMO AOCTYyNa K CUCTeMe.
ByabTe BHMMaTenbHbl Npy paboTe C 3aNeKTPOHHOM
noyToONn:

- He ycTaHaBnuBalite n He coxpaHsunTe
noao3puTenbHble pannbl, NOSyyYeHHble U3
HEHaAeXHbIX NCTOYHUKOB, CKayaHHble C
HensBecTHbIX web-cantoB; OK - O6pawwanTte ocoboe
BHMMaHMe Ha OoTnpaBuTeNs No4YToBOM
KoppecnoHAeHUMn npu paboTe C 31eKTPOHHOM
Mo4yToMN;

- baHK He ocyLlecTBNAET pacChlIKy 31EeKTPOHHbIX
nmcem ¢ npocbboli NnpegocTaBuTb
KOH(MMAeHUNANbHYO MHpOPMaLMIO.

Access to the computers where the Bank-Client
System is installed should be granted only to the
employees authorized to access the System.

As an additional tool of protection, use the
session key sets:

- when making financial transactions, use one-
time passwords;

- do not store one-time passwords in a local
disk.

When using the Bank-Client System:

- Do not leave your computer with the active
Bank-Client System unwatched;

- Quit the Bank-Client System even if you have
to go out for a short period of time;

- If you notice suspicious activities in you
computer with the installed Bank-Client System
(uncommanded mouse movements,
opening/closing of windows, text entry),
immediately switch off your computer and
inform the Bank of an unauthorized system
access attempt.

Take care when using the e-mail software:

- Do not install or save suspicious files received
from unreliable sources, downloaded from
unknown web-sites; OK - Pay attention to the e-
mail message senders when using the e-mail
programs;

- The Bank does not mail electronic messages
requesting confidential information.



Tpeb6oBaHuns K nporpaMMHoO-
annapaTrHomy obecne4yeHunro

1. KomnbloTep, ¢ KOTOporo 6yaeTr oCyLlecTBAATbCS
pabota, gomkeH obnagaTb xapaKTepuCTMKamu He
HWKe cneayowmxt:

- lMpoueccop He Huxe Pentium 166;

- O6beM onepaTVBHON NamMsiT?> He MeHee 32 Mb;

- O6beM cBO6OAHOro MecTa Ha aucke®  He MeHee
50Mb;

- focTtyn B uHTepHeT *;

- ans BO3MOXHOCTHU rneyaTu [NOKYMEHTOB

HeobxoanMOo Hannuune rpadmyeckoro npuHTepa.

2. OnepaumoHHasa cucTeMa, YCTaHOBJIEHHas Ha
KOMMbIOTEPE, OO0/MKHA NpeacTtaBnsaTb cobon obyto
cuctemy m3 cemencrea Windows. [nsa Bcex CUCTEM
HeobxoanMa noaaep)xka pycckoro a3sblka.

3. Heobxoanmo Hanuuune Ha KOMMbloTEpe
yCTaHoBneHHoro Microsoft Internet Explorer He
Huxe Bepcumn 5.0.

Mpuno>xenne N2 10
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Hardware & software requirements
1. The computer to be used for operating the
System should have the following minimal
configuration and characteristics:

- Processor: Pentium 166;

- Operative memory of at least 32 Mb;

- Hard drive memory of at least 50Mb;

- Internet access;

- To be able to print the documents, the user
should have a graphic printer.

2. The operating system installed on the
computer should be a Windows-based system.
All the systems should have the Russian
language support.

3. The Microsoft Internet Explorer should be
installed, 5.0. version and higher.

! Please have in mind that if the system meets the minimal requirements, we can guarantee the working
capacity of the system only. To speed up its operations to a satisfactory level, we recommend that the

computer characteristics be upgraded.

2 If the operating system in use does not impose stricter requirements.

*To store the quarterly http traffic archive in the course of operations of medium intensity.
4 When accessing the Internet via a proxy server, you should change the system parameters. You should
contact your bank to obtain necessary data to configure your proxy server.



